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Abstract 
 
A digital image is a data representing a two dimensional scene. Digital images have surpassed 
analog images in all fields of applications. In today’s world of advanced computer 
technology, tampering and synthesis of digital images can be easily performed by a novice 
with a number of available sophisticated image processing software’s like Adobe Photoshop, 
Corel Draw etc... In the fields such as forensics, medical imaging, e-commerce, and industrial 
photography, authenticity and integrity of digital images is essential. In medical field 
physicians and researchers make diagnoses based on imaging. This motivates the need for 
detection tools that are transparent to tampering and can tell whether an image has been 
tampered just by inspecting the tampered image.  
 
As a foundation for this thesis work, a study on various existing image tampering techniques 
and existing state-of-art tamper detection techniques has been carried out. From the 
knowledge gathered, tampering of images is performed using standard image processing 
software. Copying parts of an image and pasting in the same image for covering unwanted 
information or creating a fake image by splicing two or more images are most used techniques 
in digital image manipulation. These are called copy-move and image-splicing techniques 
respectively. 
 
Some of the proposed state-of-the-art image tamper detection techniques have been selected 
for implementation as a plug-in for ImageJ, a scientific image processing software. For 
detecting copy-move technique, matching algorithms based on direct image pixel blocks, 
quantized discrete cosine transform coefficients of pixel blocks and principal components 
analyzed pixel blocks have been implemented. In order to reduce computational complexity 
and better matching of pixel blocks, two dimensional array sorting method “lexicographical 
sort” and data search logics were implemented. For detection of image-splicing technique, 
noise variance estimator based on image statistical moments has been implemented and a 
modification of the algorithm by initial usage of Laplace filter on the image has been 
proposed for better detection of noise variations. 
 
To evaluate the performance of detection algorithms, a database of 135 self tampered images 
were created and passed for tamper detection with the four selected detection algorithms to 
collect 540 resultant output images. Statistical hypothesis testing technique is selected as basis 
for performance evaluation. 540 images collected were compared with their respective 
reference images, average sensitivity and accuracy were calculated, and the robustness curves 
were plotted against the affects of JPEG compression quality, additive Gaussian noise, and 
Gaussian blur. From the plots of robustness it is observed that, on an average, 80% of the 
tampered region is detected with an accuracy of 98% when copy-move technique is used for 
tampering images and 50% of the tampered region was detected with an accuracy of 96% 
when image-splicing technique is used for tampering images. 

Thus the objectives of this thesis work have been successfully accomplished by implementing 
a tool for digital image tamper detection and by evaluating its performance against various 
factors. 
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1. Preface 
 

Digital cameras unlike film cameras have been adopted very fast and are now mostly used 
instead of film cameras due to there tremendous advantages. One of the many merits of digital 
cameras and digital images is that the images they capture do not deteriorate over time. 
Making images with digital cameras is both inexpensive and fast because there is no film 
processing. With the advancement of the internet, professionals of digital media now have an 
inexpensive means to distribute their works to a growing audience. 
 
A digital image is a representation of a two-dimensional image as a finite set of digital values, 
called picture elements or pixels [1]. A digital image is normally characterized with resolution 
property. Resolution of an image relates to number of pixels in a spatial measurement of a 
physical image. The size of an image is expressed in terms of pixel dimensions i.e. the 
horizontal and vertical measurements of an image expressed in pixels. The resolution of a 
digital camera can be calculated by multiplying the width and height of the pixel dimensions. 
 

   
Figure 1: From left shown, image represented with 2, 8, and 24 bit 

 
A digital image is stored in bits and can also be characterized in terms of bit depth. Bit depth 
is the number of bits used to store one pixel. The greater the bit depth of an image is, the 
greater the number of tones or colors that can be represented. A binary image is one that is 
represented by a single bit with bit values ‘0’ for black and ‘1’ for white. A grayscale image is 
composed of pixels represented by multiple bits of information, typically ranging from 2 to 8 
bits or more and a color image is typically represented by a bit depth ranging from 8 to 24 or 
higher. Figure 1 above shows an image represented with 2, 8, and 24 bits. 
 
1.1. Motivation 
 
Unlike conventional film photographs, however, digital images can be easily edited and 
modified with the aid of today’s computer technology. Modification and synthesis of digital 
images can be easily performed by a novice with available sophisticated image processing 
software’s like Adobe Photoshop [32], Corel Draw or Gimp [31] to name some. While this 
has the significant advantage of enjoying the creation of digital works, it has the shortcoming 
of being maliciously abused in cases where "proof" is required such as in images of medical 
reports or crime scenes. Since digital images are subjected to illicit distribution, owners of 
such data are cautious about making their work available without some method of identifying 
ownership and copyright. 
 
In the fields such as forensics, medical imaging, e-commerce, and industrial photography, 
authenticity and integrity of digital images is important. In medical field physicians and 
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researchers make diagnoses based on imaging which is crucial as one is dealing with human 
life. E-commerce has drastically increased in recent years due to advancement of information 
technology and the internet. As per the world internet statistics, from 2000-2005 a growth of 
160% has been reported [33]. This is currently a market of approximately 50 million internet 
users who have made an online retail purchase. This cohort will grow to nearly 100 million 
internet users by 2008 and will be responsible for nearly 90% of all online retail sales by that 
time.  
 
Online marketing is mainly based on multimedia technology with images and video as basic 
elements of product description. With the increase of sophisticated and advanced image 
processing and manipulation software’s coming in to markets, even a novice has gained with 
power to tamper images and counterfeit revising the age old saying “A picture is worth a 
thousand words” to “A picture unworthy a thousand true words”. 
 
“The introduction and rapid spread of digital manipulation to still and moving images raises 
ethical issues of truth, deception, and digital image integrity”, [5]. “With professionals 
challenging the ethical boundaries of truth, it creates a potential loss of public trust in digital 
media”, [5]. 
 
1.2. Digital watermarking  
 
Digital watermarks are employed in an attempt to provide proof of ownership and identify 
illicit copying and distribution of multimedia information. Digital watermarking describes 
methods and technologies that allow hiding information, for example a perceptually invisible 
pattern (watermark) can be embedded into the image and ideally would stay in the image as 
long as the image is recognizable (Figure 2). Another purpose of digital watermarks is to 
enable detection of image tampering. The hiding process has to be such that the modifications 
of the pixel values have to be invisible. Furthermore, the watermark has to be robust or fragile 
to resist to manipulations of the media, such as lossy compression, scaling, and cropping, just 
to enumerate some [4]. 
 

     
 
   Original Image           Digital Watermarking (code: B23300661)       Image embedded with invisible code 

 

     
 

 Tamper detection        Code matching (code: B23300661)                  Image tampered by editing 

Figure 2: Digital Watermarking 

Image authentication and tamper detection techniques based on Digital Watermarking 
technology exist and are being used by many imaging companies, but the major drawback of 

B23300661 

B23300661 
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this approach is that the code to be embedded must be inserted during the capture and 
recording of the digital image. This can be only possible with specialized cameras i.e. 
cameras need to be adapted for Digital Watermarking. This method though mentioned as 
imperceptible and robust, is only an assumption, and there is no guarantee that the embedded 
code cannot be read and rewritten in to the image after tampering or robust to all kinds of 
basic image processing operations and compression techniques. 
 
This motivates the need for image tamper detection tools that should not add additional 
complexity to existing image capturing technologies and should be capable of detecting image 
tampering by inspecting only the tampered image. In reality one is provided with only the 
tampered image for inspection. Also the detection tools should investigate images with out 
user intervention and should not rely on number of assumption parameter inputs. 
 
1.3. State-of-the-Art 
 
Various researchers are currently doing great work on such kind of state-of-the-art clueless 
and blind detection algorithms that are not based on Digital Watermarking technology. 
Tamper detection algorithms based on statistical analysis of the image data, traces of re-
sampling, higher-order wavelet statistics are proposed in [6-11]. Some of the papers listed are 
taken as foundation for this thesis work and the algorithms were tested by implementing. It 
was found later that not all are applicable directly in reality and had to be further modified. In 
this thesis work, specific selected detection algorithms for copy-move and image-splicing 
techniques were implemented and evaluated as most of the algorithms proposed are 
mathematically complex to understand or not well evaluated. Lot of search has been initially 
done in this thesis work for gathering information on such algorithms or research works in 
order to get up to date details on similar kind of tamper detection algorithms to proceed 
further and contribute to the field of image forensics. Detection algorithms for specific kinds 
of tampering like image-splicing have been reported in papers [6-11].  
 
1.4. Objective 
 

The main objective of this master thesis is to implement various image tamper detection 
algorithms and realize a tool for digital image forensics. This could be subdivided into; 

 
1. Extensive search and revision of existing state-of-the-art image tamper techniques and 

detection techniques. 
 

2. Implementing specific algorithms in Java and developing a tool as a plug-in for 
ImageJ. 

 
3. Performance evaluation of the implemented algorithms using statistical hypothesis 

testing as basis by calculating sensitivity, accuracy and plotting robustness curves. 
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2. Digital image tampering and detection 
 
What is tampering of images in reality? How can we define tampering of images? Why or 
what could be the reason to counterfeit images? In this section, I would briefly define 
tampering of digital images and proceed with some famous examples and techniques of image 
tampering. 
 
Image tampering is defined as “adding or removing important features from an image without 
leaving any obvious traces of tampering”, [11]. In terms of image processing, tampering can 
be defined as changing original image information by modifying pixel values to new 
preferred values so that the changes are not perceivable. This means enhancing an image by 
tampering the image in order to clearly express the information content of the image should 
not be taken as tampering, but tampering to deliberately doctor digital images from their time 
of capture with an intention to change its original information is called digital image 
tampering. It is also called as image forgery. 
 
Digital technology has become so much advanced that even a novice of digital image 
processing is able to create his own digital works. Availability of technology gave power of 
doing unimaginable creations in digital media, but the fact that is not much realized is loss of 
copyright protection. Image tampering is done commercially in this 21st century as piece of 
art making. There exist companies using this technology to retouch images to their client’s 
preferences.  
 
Tampering is normally done to cover objects in an image in order to either produce false 
proof or to make the image more pleasant for appearance commonly known as photo retouch. 
Due to the demand of public entertainment and to withstand competence, the prime use of 
these tampering techniques is done in journals. 
 
In the field of medicine, reports of patients are highly confidential and are always supposed to 
be authentic. Medical images are produced in most of the cases as proof for unhealthiness and 
claim of disease. Since medical images are dealing with huge amounts of money, people can 
get lured to tamper images for claiming medical insurance. Also medical results are generally 
placed as proofs or alternatives for avoiding punishments in courts. 
 
There exist various kinds of tampering techniques used to counterfeit images. Categorization 
of these tampering techniques to my knowledge has never been published so far. Searching 
for technical solutions to detect image tampering, researchers have recently started to find 
new techniques of image tampering by categorizing them in some way. They can be 
categorized in terms of photography art for example copy-move, background removal, 
retouch etc… They can be also categorized in terms of the image processing operations used 
in the tampering technique like resizing, splicing, rotation etc… 
 
In the following section, I try to categorize these techniques according to the image 
processing operations used and give examples for each kind of image tamper techniques. First 
of all we start with some famous examples of forgeries that have been investigated and 
reported in news and journals. 
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2.1. Image tampering examples 
 

   
Figure 3: Left image is a splicing of centre and right image [13] 

 
The images in Figure 3 above show US Senator John Kerry and film actress Jane Fonda as if 
they talked together in an Anti-Vietnam gathering. In reality this photo was a fake and was 
formed by splicing images of Kerry and Fonda from their performances at two different 
places in 1971 and 1972. 
 

  
Figure 4: C-RAMBLER with a single tornado in the back (left), forged image with 3 tornados (right) 

 
The picture left in Figure 4 above is purportedly a spectacular photograph of a "triple tornado" 
accompanying Hurricane Lilli, which made landfall in Louisiana in early October 2002. 
However, the same photo appeared on page 6 of the fall 2001 issue of Anchor Lines news 
letter. The original photograph was taken in the Gulf of Mexico back in June 2001 by a 
crewmember of the C-Rambler, a 240-foot supply boat. Someone manipulated the original 
and turned it into a photograph of three waterspouts, a picture that began circulating as an 
amazing image of a triple tornado associated with the storms of Hurricane Lili in October 
2002 [13]. 
 
Another photograph that has been published in German newspaper “Bild-Zeitung”, showing 
German Minister Trittin as if he was involved in moderating a violence movement [13]. The 
image is actually a manipulation of image taken from one his television shows. Image 
stretching and removal of specific objects has been performed to show a rope as a rod and 
other utility items as violence provocative instruments. 
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Figure 5: Fake photo (right) was made by image stretching of photo (right) and by erasing parts of objects 
to look like weapons. 

 
2.2. Image tampering and detection techniques 
 
Image tampering is a digital art which needs understanding of image properties and good 
visual creativity. One tampers images for various reasons either to enjoy fun of digital works 
creating incredible photos or to produce false evidence. No matter what ever the cause of act 
might be, the forger should use a single or a combination series of image processing 
operations. The various commonly used image tampering techniques are as follows. 
 
a) Copy-move: This is the most common kind of image tampering technique used, where one 

needs to cover a part of the image in order to add or remove information. Textured regions 
are used as ideal parts for copy-move forgery. Since textured areas have similar color, 
dynamic range, noise variation properties to that of the image, it will be unperceivable for 
human eye investigating for incompatibilities in image statistical properties. 

 

 
Figure 6: Danger indication light copied and moved from the left image to create right image 

b) Image-splicing: It is defined as a paste-up produced by sticking together photographic 
images. While the term photomontage was first used for referring to an art form or the act 
of creating composite photograph can be traced back to the time of camera invention [12]. 
Figure7 depicts an example of image-splicing. 

 
c) Resize: This operation performs a geometric transformation which can be used to shrink or 

enlarge the size of an image or part of an image. Image reduction is performed by 
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interpolating between pixel values in local neighborhoods. Image zooming is achieved by 
interpolation. Scaling is used to change the visual appearance of an image, to alter the 
quantity of information stored in a scene representation for example to make an object look 
bigger with respect to the background image objects. 

 
d) Cropping: It is a technique to cut-off borders of an image or reduces the canvas on which 

an image is displayed. Generally this kind of operation is used to remove border 
information which is not very important for display. 

 
e) Noising or Blurring: Tampering images with operations described above like image-

splicing, scaling, rotating can be clear to a viewer in the form of artifacts like improper 
edges, aliasing defects and tone variations. These obvious traces of tampering can be made 
imperceptible by applying small amount of noise or blur operations in the portions where 
the tampering defects are visible. Figure 7 below shows the garage with out a tractor and 
with a tractor added by splicing. By enlarging the borders of the tractor, blur artifacts are 
clearly apparent which indicates that the forger has used blur tool to cover the edge 
variations due to tampering. 

 
 

   
Figure 7: Photomontage example [36], right enlarged portion of the truck shows blur artifact  

 
f) Apply luminance nonlinearities: In order to highlight parts of an image or to make a digital 

image more photo realistic, luminance nonlinearity technique is used. This is done by 
varying contrast, brightness and windows level or applying luminance filters like gradient 
glow, radial glow, etc to the objects that are wished to be highlighted. 

 
g) Resaving: After tampering an image, saving can be done by the forger in two ways, either 

by saving the image using a lossy or lossless compression algorithm. If the image is saved 
with JPEG compression, it is possible that the image pixels are further tampered by the 
quantization of DCT (Discrete cosine transform) coefficients done during JPEG 
compression, which is normally visible as block artifact in lossy compressed JPEG images. 

 
h) Double JPEG compression: If a JPEG image is tampered and compressed again with JPEG 

compression with a different quality factor, then it is likely to find periodic artifacts in the 
histogram of the DCT coefficients of compressed image. 

 
i) Graphic rendering: Computer based graphic rendering software are being used to tamper 

natural images to make them look superficial. 
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 Detection of image tampering deals with investigation on tampered images for possible 
correlations embedded due to tampering operations. Blind image tamper detection is 
relatively a new area of research. Currently many groups around the world such as [6-11] are 
working on detection of image tampering, but each technique is specific to one kind of image 
tampering. Much work is still needed to be done in this field to invent new detection 
techniques for various tampering techniques and gather them to build one detection tool. Each 
image tampering embeds some kind of information of tampering in to image either in the 
form of variations in the local statistics of the image or some kind of periodic patterns. Some 
of the known image tampering techniques and tamper detection techniques are tabulated 
(Figure 8) below. 

 Figure 8: Image tamper techniques and detection techniques 

  
In this thesis work I have selected detection copy-move and image-splicing tamper techniques 
for study and implementation as a tool for the reasons that; 
 

1. Copy-move and image-splicing are the most often used tampering techniques in 
making image forgery 

2. Blind tamper detection is a new field of research. To realize a tool, it is better to start 
with a study on some of the existing detection techniques and determine if they can be 
put in to practice. 

3. Detection techniques for copy-move and image-splicing have already been studied by 
some researchers [6, 7, 10, and 11] and have been well reported. 

4. It is known that copy-move technique can be detected by extensive search of local 
regions in an image which needs to find search algorithms that are suitable and fast 
enough for image data. 

5. It is known that two different images have totally different local statistics. If an image 
is composed with image-splicing technique, local statistics can be used to detect 
tampering. 

Image tamper technique 
 

Image operations/tools 
used 

Tamper detection techniques 
 

copy-move 
 

copy, move,  
paste, selection 
 

Exhaustive search, Block matching 
 (using DCT or PCA), 
Autocorrelation 

image-splicing 
 
 

copy, resize, move, 
paste, selection 
 
 

Bispectral analysis, Bicoherence  
analysis, Noise variation estimation, 
Alpha variance estimation,   
Higher order statistics 

Re-sampling 
 

resize, crop, rotate, 
scale, skew, stretch 

Expectation and Maximization 
 (EM) algorithm 

double JPEG compression 
 

JPEG encoding 
 

JPEG artifact estimation (frequency 
analysis) 

graphic rendering 
 

special effect filters 
 

Higher order wavelet statistics 
 

digital editing (luminance, 
noise nonlinearities) 

digital paint brush, 
pencil, digital filters 

EM algorithm, higher order statistics 
 

image enhancement 
 
 

histogram operations, 
digital filters 
 

blind statistical estimators 
(blur estimation, noise estimation,  
geometry transform estimation) 
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3. Tamper detection algorithms 
 
After a brief introduction about the various image tampering techniques and looking into 
some existing tamper detection techniques, it is obvious that there is need for further research 
and development in this field of blind image tamper detection and formulate new kinds of 
detection algorithms. This would ensure in future protection of image authenticity and 
credibility.  
 
3.1. Detection algorithm for copy-move technique 
 
Detecting copy-move in an image indulges extensive search of local pattern or region 
matches. One preliminary idea that one gets to detect copy-move forgery is breaking an image 
spatially in to blocks of size nn´  and comparing the blocks for matches. The block size 
taken should be smaller than the minimum size of assumed tampering. If a part of image is 
copied and pasted at a different position in to the same image from which it has been derived, 
it is likely that the forgery introduces correlations between the segment copied and the pasted 
one. This kind of correlation can be detected by extensive search for similar segments or pixel 
blocks in the whole image.  
 
Let the image to be investigated is of N  pixels with a width of Nx pixels and a height of Ny 
pixels. Let the minimum copy-move size be greater than a block of nn´  pixels. The image is 
split into a number of blocks. This is done by scanning the image at every pixel location with 
an nn´  block and extracting pixel values either column or row wise into rows of a two 
dimensional array as shown in Figure 9.  
 
   

 
 
 

 

 
 
 
 
 
 
 
 
 

Figure 9: Pixel block scan and array dimensions for the matching algorithm 

 
The index of each pixel block in the array indicates the position of the pixel starting from 
where the block is extracted from the image. For an image with N  pixels and a block size of 

nn´  pixels we get ))(( nNnN yx -- pixel blocks. These blocks are copied in to an array of 

))(( nNnN yx -- rows and 2n  columns. 

 
Once the image data is gathered into the array, all the rows are compared with all other rows 
to find matches. If two rows are identical it is likely to have two identical patterns in the 
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image. If the rows are directly searched starting from the first row for matches, it takes   
2/]1))()[()(( ----- nNnNnNnN yxyx  number of comparisons, which is time 

consuming. One way of reducing the search duration is by sorting the array in lexicographical 
order and searching from top to bottom of the array for consecutive identical rows [11]. 
 
The runtime of the whole matching algorithm lies in the searching of the similar blocks. 
Lexicographical sorting method ensures least searches among the blocks and hence speeds up 
the overall performance of the algorithm. Lexicographic means sorting of the elements as 
words sorted in a dictionary. Sorting of a matrix not only involves sorting the elements of 
rows in descending order, but also sorting of row elements in accordance with the columns of 
the matrix. The flow chart (Figure 10) depicts the logic behind lexicographical sorting of a 2D 
(two dimensional) array elements. 
 

 
Figure 10: Lexicographical sorting of a 2D array flow chart 

 
Once the elements of the 2D array are sorted in lexicographical order and analyzed, all the 
rows of the array are compared for matches and their shift values are noted down in a separate 
list. For example let ),( 11 yx and ),( 22 yx  be the actual positions in the image of the blocks 
matched in search, then 
 
 

Start 

Assume an array of ))(( nNnN yx --  rows and 2n  columns 

Sort elements of first column in ascending order 
Initialise counter c=1 

Sort all other m-c columns 
in the order of cth column  

Sort cth column elements in ascending 
order in accordance with order of 

previous columns 

is 

c = 2n  

c= c+1 

no 

yes 

Stop 
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Shift value )()(),( 2,21,121 yxyxss -=  

),( 21 ss is the positive difference between the position of the pixels ),( 11 yx  and ),( 22 yx  
Since the obtained matches and shift’s depend on the number of copy-moves performed and 
the size of the tampered region. More shifts with equal value indicate tampering rather than 
random shift values. The resultant shift is used for replacing the tampered pixels indicated by 
the index of the respective blocks in the 2D array with a color value. All pixel values 
indicated by indexes of the blocks with final shift value are replaced with WHITE color 
indicating tampering and the rest are replaced with BLACK color, indicating no tampering. 
 
 Search for matches in the sorted data would give match results only if the images tampered 
are not additionally processed with image processing operations (blurring, noising, smudging, 
etc.) after copy-move and are not saved with lossy compression formats loosing much 
information. Further block based analysis is needed if additional image operations are 
performed. In such cases some kind of analysis is needed on the blocks collected. Two kinds 
of analysis, one based on frequency domain by calculating “quantized discrete cosine 
transform coefficients” of the pixel blocks, and the other based on statistical method, 
“principal components analysis” are proposed in [11] and [6]. In this thesis work both of the 
techniques were implemented and their performance was tested. Copy-move detection 
algorithm based on the kind of analysis performed on the collected data can be classified as 
 
1. Direct matching (DM): Principle of direct matching method is to perform local spatial 

analysis on image pixel data. Pixel blocks acquired from the image are matched directly 
with out any further analysis on the pixel block data as described in section 3.1. 

 
2. Matching quantized DCT coefficients (DCT): Instead of spatially analyzing local regions 

of pixel data, analysis is performed in frequency domain by calculating quantized DCT 
coefficients for the pixel blocks and searched for matches among the blocks. 

 
3. Matching PCA Eigen blocks (PCA): This method is based on statistical analysis of 

acquired pixel blocks. Image pixel blocks are first principal components analyzed and the 
resulting Eigen blocks are searched for matches. 

 
3.1.1. Discrete cosine transform (DCT) analysis 
 
The two dimensional DCT for an image ),( yxf  of widthM pixels and height N pixels is 
defined as the sum of basis functions 
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The values of Cij  are called discrete cosine transform coefficients of the image ),( yxf . DCT 
coefficients calculated for each pixel block can be regarded as weights applied to the basis 
functions. Horizontal frequencies increase from left to right and vertical frequencies increase 
from top to bottom in DCT coefficient matrix. Since human eye is more sensitive to lower 
frequencies that correspond to the left upper region values of coefficient matrix and less 
sensitive to higher frequencies corresponding to lower right region values of coefficient 
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matrix, higher frequency components can be weighted with a lower value. To compress the 
resulting block data by loosing some less important information, the block coefficients are 
divided by a corresponding quantization matrix value and rounded to nearest integer. 
JPEG (Joint Photographic Experts Group) compression format uses DCT for reducing data by 
quantization based on frequencies. In JPEG compression varying levels of image compression 
and quality can be obtained through selection of specific quantization matrices. The quality 
levels of the image to be retained vary from 0 to100.  
 
In the DCT analysis and matching technique instead of matching pixel block values, 
quantized DCT coefficients are matched for the reason that it is easy to reduce the dimension 
of data after DCT and quantized DCT coefficients ensure robust representation of image data 
in finding identical patterns in an image. After the blocks are acquired in to the array, DCT is 
performed on the elements in each row of the array. Quantization of the obtained DCT 
coefficients for each block pixels can be done with the quantization matrices defined for 
JPEG compression. Higher quantization values i.e. lower JPEG quality factors produce higher 
matches during block comparison and thus also give false identical pattern identifications. 
 
3.1.2. Principal components analysis 
 
Principal components analysis (PCA) is a mathematical technique to identify patterns in large 
sets of data like image data by transforming the data to a new coordinate system. The origin 
of the transformed coordinate system is the mean of the original data and the transformed 
axes are always orthogonal to each other. The transformed variables in the new coordinates 
are called principal components. The first principal component is always the greatest variance 
of the data set; second greatest variance is the second principal component and so on. This 
kind of representation highlights the similarities and differences in large data sets. One of the 
main advantages of identifying patterns in high dimension sets is to reduce the data by 
choosing only the patterns that are most important.  
 
Principal components analysis on the acquired pixel blocks of data from the tampered image 
represent the data such that identical patterns or pixel blocks can be highlighted and thus by 
searching for matches in the new transformed data we can find parts forged by copy-move 
technique. The initial multidimensional image block data is obtained by copying the rows of 
the acquired image blocks of the image ),( yxf  as mentioned in the data acquisition in to the 
columns of a matrix F  i.e. each column in matrix F  represents each acquired image block 
that is being investigated. To find the PCA of a multi dimensional data, first each column of 
matrix F  is made zero mean by subtracting each element of the column with the mean of the 
column. Covariance matrix C  of this data is calculated as TFFC = . Covariance matrix gives 
the similarity measure between the image blocks. 
 

2.30=- IC il  

 
Where ],....,2,1[ ni Î  and I

�
 is the identity matrix. The Eigen values il  are the variances of 

the corresponding block images and the Eigen vectors ie  define the new axes of the 
transformed coordinate system which are obtained from the relation. Variance of an image is 
a first order statistical measure which gives the dispersion of the gray values in the probability 
density function of an image. 
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The Eigen vectors and Eigen values obtained are sorted on the basis of Eigen values in 
descending order of the values. Once the sorted Eigen values and vectors are obtained, 
principal components or the Eigen block images are then given by the relation. 
 

    4.3FTE ×=  
 

Where E  represents matrix of Eigen block images. Transformation matrix T  is formed from 
Eigen vectors by arranging Eigen vectors into rows of transformation matrix. 
 
Principal components or Eigen image blocks thus generated are in the order of decreasing 
variance. The covariance matrix of the transformed data is a diagonal matrix of which the 
elements are comprised of the Eigen values. The transformed data points are linear 
combinations of their original data values weighted by the Eigen vectors. Each column of the 
Eigen vector matrix represents the weights applied to the pixels of the corresponding image 
blocks to build each respective principal component. The principal components thus obtained 
can be further quantized. 
 
The whole algorithm for copy-move tamper detection is shown in the flow chart (Figure 11). 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 11: copy-move algorithm flow chart 
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3.2. Autocorrelation (AC) method for copy-move 
 
Another technique which is mostly used for pattern recognition and for finding repetitive 
features is autocorrelation. Copy-move detection based on autocorrelation function is 
proposed in [10, 23]. Autocorrelation function is defined as correlation of a signal or part of 
signal with itself. 2D correlation for an image with width Nx pixels and height Ny pixels is 
given as [28 pp. 530]. 
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),( jiA  is the autocorrelation function, 
),( yxf  is the image function; ),( yx representing location of the pixel, 

ji,  are the pixel lags. 
 
The idea behind using autocorrelation for copy-move image tamper detection is that, the 
resulting image after autocorrelation of an image and a region taken from it will consist of 
higher correlation values (average power or mean square) exactly in the position from where 
the region is derived. Thus copy-move regions give higher correlation values when 
autocorrelated with the tampered image. Algorithm steps in detecting copy-move technique 
using autocorrelation are as follows 
 

1. Extract a region from the image that is assumed to be a tampered region. 
2. Split the image in to number of sub-regions of sizes same as the extracted region for 

every pixel location. 
3. Perform autocorrelation with every sub-region of the image. 
4. Find the sub-region that gave highest correlation. 
5. Perform threshold operation in order to point out the regions. 

 
One of the main drawbacks of autocorrelation is that, “it is possible to generate visually 
different stochastic regions with the same autocorrelation function” [28 p530]. This means 
that there is possibility of detecting two nonidentical regions with autocorrelation technique.   
 
3.3. Detection algorithm for image-splicing technique 
 
Natural images taken with a standard camera are embedded with either linear or non-linear 
luminance correlations which are in most cases locally uniform and similar. Noise distribution 
in natural images is uniform and spatially spread all over the image. Principally if noise is 
estimated locally in spatial domain of an image, it should same. If a natural image is tampered 
with linear or non-linear filters it is most likely that the tampering would disturb the original 
uniform statistics of natural image. 
 
Most imaging devices introduce some form of luminance and geometric nonlinearities. If a 
composite image is formed by splicing two images with different image statistics, it is very 
likely to introduce discontinuity or un-natural correlations at the point of splicing. If this 
composite is made from images with different luminance or noise properties, the un-natural 
correlations can be found out by studying horizontally and vertically the noise and luminance 
characteristics of the image. 
 
Detection techniques based on bispectral analysis are proposed in papers [7] and based on 
inspecting luminance nonlinearities and noise variations are proposed in [10]. In this thesis 
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work, image-splicing detection by inspecting image noise variations and based on the paper 
[10] has been implemented and extended for better performance. 
 
3.3.1. Image noise and SNR 
 
Images acquired through modern sensors may be contaminated by a variety of noise sources. 
Noise in image is referred as stochastic variations in the image signal. Noise in images is 
produced by numerous factors, e.g. discrete nature of radiation, thermal effects, sensor 
sensitivity variations, transmission or quantization errors, and digital compression. “Detector 
noise is one kind of noise which occurs in all captured images. This kind of noise is due to the 
discrete nature of the radiation”, [14].  

Noise added to data in digital cameras is typically independent of the data, and is additive in 
nature. This kind of noise, by allowing some assumptions, can often be described by an 
additive model, where the captured image signal ),( yxf , is the sum of the true image 

),( yxg and the noise ),( yxw  [14]. 

6.3),(),(),( yxwyxgyxf +=  

Where noise ),( yxw is often considered as zero-mean and described by its variance 2
ws . Let 

2
gs  and 2

fs  be the variance of the true image and the captured image respectively.  

3.3.2. SNR estimation using second and fourth order moments 
 
We start with modeling the system as given in equation 3.6 with additive Gaussian noise and 
assuming that shape of probability density function for both image and noise are known, both 
the probability density functions are assumed to be symmetric and zero mean, and that the 
signal and noise are independent. The locally calculated second and fourth order 
moments 2,fm , 4,fm  respectively of the tampered image for a block size of nn´ are given as; 

[ ] 7.3),(
1

2

1 1
22, � �

= =

=
n

x

n

y
f yxf

n
m  

[ ] 8.3),(
1

4

1 1
24, � �

= =

=
n

x

n

y
f yxf

n
m  

 
The second and fourth order moments of the tampered image are given as 

9.3222
2, fwgfm sss =+=  

10.36 2222
4, wwwgggf kkm ssss ++=  

Where 2
gs , 2

ws  the variances and 2
2,4, / ggg mmk = , 2

2,4, / www mmk =  are kurtosis’s of original 

image and noise respectively. Kurtosis of an image is the shape factor of the image 
probability density function. Kurtosis tells us the distribution tendency of the gray values to 
spread towards the tail of the probability density function. Rearranging equation 3.9 for 2ws  
and  

11.32
2,

2
gfw m ss -=  

Substituting equation 3.11 in 3.10 and solving quadratic equation for 2
gs  we get 
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Where, in general, )3( -k  term is referred as fourth order cumulant or Gauss unlikeness. For 
a Gaussian process this term is always zero [25]. Since our noise model is Gaussian 
therefore 3=wk . Finally SNR can be calculated as  
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3.3.3. Detecting noise variations in spliced images 
 
If two images with different SNR are spliced together or super imposed, detection of forgery 
can be done by just scanning the tampered image for noise variations. Several SNR estimation 
techniques have been reported by various researchers [15-18] and a search to identify the best 
estimator has been studied and reported in [19]. 
 
Since noise is often described by its variance and can be studied by computing higher order 
image statistics, noise variation detection based on second and fourth order moments 
proposed by Mr. Rolf Matzner and Ferdinand Englberger [15] has been selected for 
implementation in this thesis work. Detection technique based on second and fourth order 
moments noise estimator described in the next section has been proposed in [10] for 
estimating local variations of noise in an image. In this thesis work the algorithm is 
implemented as a detection tool for image-splicing tampering technique.Detection algorithm 
for image-splicing forgery technique based on noise variation estimation is shown in 
flowchart (Figure 12). 
 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 12: Noise variation detection algorithm flow chart 
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4. Software implementation 
 
4.1. Description of a image forgery tool 
 
This section briefly discusses a basic model and design structure of a Digital Image Forensic 
Tool (DIFT) and the implementation of the tool in detail. Image forensic deals with the 
investigation of forged images whose origin is generally unknown, thus image investigation 
should be based on blind detection of tampering. This is the major limitation for Digital 
Watermarking technology where one assumes to have a clue about the type of information 
embedded into the image or the source of its generation.  
 
I define a forensic tool as one that investigates images with unknown sources and tampering 
techniques. A forensic tool should be sensitive to minute tampering with very few or no user 
interactivity and false detections. Block diagram of image tamper detection process is shown 
in Figure 13  
 
 
 
 
 
 
 
 
 
 
 

Figure 13: Image tamper detection process flow 

In general a tamper detection tool is provided with tampered image and some initial 
parameters depending up on the algorithm that is to be used. The tamper detection tool 
analyses on the pixel information and gives result in terms of true detection (presence of 
tampering) and false detection (no presence of tampering). Finally the result is output image 
with tampered image pixels encoded with a color and the rest of the image pixels with another 
color value. In following implementations “WHITE” is chosen for encoding tampered pixel 
and “BLACK” is considered for encoding non-tampered pixels. 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 14: Software architecture 

All the implementations in this thesis work are done in Java and as plug-ins for ImageJ for the 
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·  ImageJ is scientific image processing software written completely in Java. 
·  Java is platform independent. 
·  It’s easy to implement plug-ins for ImageJ in Java as most of the image processing 

operations exits already in ImageJ as plug-ins. 
 

The software architecture of DIFT is shown in Figure 14. ImageJ works on the Java virtual 
machine installed on an operating system. DIFT as such sits as a plug-in for the ImageJ and is 
dependant of the ImageJ core application programming interface and on the tampering 
detection algorithms implemented. 
 
4.2. ImageJ and its open architecture 

ImageJ (Figure 15) is a public domain Java image processing program inspired by NIH Image 
(NIH:National Institutes of Health) [22]. It can display, edit, analyze, process, save and print 
8-bit, 16-bit and 32-bit images. It can read many image formats including TIFF, GIF, JPEG, 
BMP, DICOM, FITS and "raw". It supports "stacks", a series of images that share a single 
window. It is multithreaded, so time-consuming operations such as image file reading can be 
performed in parallel with other operations [21].  

 

Figure 15: ImageJ, a Java image processing program 

“ImageJ was designed with an open architecture that provides extensibility using Java plug-
ins and macros. Custom acquisition, analysis and processing plugins can be developed using 
ImageJ's built in editor and Java compiler”, [21, 20]. Since most of the basic image processing 
and handling operations exist in Java, one can develop advanced, application specific and 
platform independent image processing plug-ins or software using ImageJ application 
programming interface and plug-in interfaces.  

ImageJ has its own description of image data and handling of data through Java classes built 
in its core application programming interface. ImagePlus is a base Java class which represents 
an image in ImageJ. ImagePlus holds the file, dimensions and pixel information of an image 
with the constants defined in it. Different image types like 8bit, 16bit etc. are represented with 
different variables and constants defined in ImagePlus. ImageProcessor is a processor object 
consisting of the image pixel data as an array. ImageProcessor is instantiated from the 
ImagePlus object using the method ImagePlus.getImageProcessor(). ImageProcessor is the 
one which does the actual operations on the image pixel data. Various general image 
scientific image processing image operations are defined in the ImageProcessor class and can 
be directly on the image data. 

4.3. DIFT and FAAT  
 
In the software implementation, detection and testing tools are implemented as separate 
ImageJ plug-ins and are named as Digital Image Forensic Tool (DIFT) and Forensic 
Algorithm Analysis Tool (FAAT). DIFT consists of the tamper detection algorithms copy-
move by block matching, copy-move by autocorrelation and noise variation detection. In this 
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thesis work only copy-move tamper detection by block matching and image-splicing 
detection by noise variation described in section 3.1 have been implemented where as 
autocorrelation algorithm implemented by Mr. Markus Hasselblatt for ImageJ [23], has been 
selected for testing, and proposed for usage as a forensic tool. FAAT consists of 
implementations for testing performance of DIFT algorithms. Both are packaged in to java 
archive (jar) files for the ease of installation. These plug-in’s can be installed just by copying 
the jar files “DIFT_” and “FAAT_”in to the ImageJ plug-ins folder and restarting the ImageJ, 
so that they are automatically installed as menu commands in ImageJ plug-ins menu by the 
ImageJ jar installer. The detailed class diagram of the DIFT tool is depicted in Figure 16. 
 

 
 

Figure 16: DIFT class diagram 

Global parameters used in the package are as follows; 
 
w:    with of the image being investigated in pixels 
h:    height of the image being investigated in pixels 
N:   pixel block size that is considered during data acquisition 
c:   covariance matrix 
Ka:   image kurtosis value 
Ka:   noise kurtosis value 
quantBins:  quantization factor that is to be used during PCA analysis 
offsetThreshold: Threshold value to be used for selecting the shift value of block 

matches 
q90:   JPEG quantization matrix for an image quality of 90 
q10:   JPEG quantization matrix for an image quality of 10 

+ = public 
- = private 
# = protected 
~ = package 
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Since runtime is 1 to 2 minutes for such kind of image data search logic depending on the 
operating system configuration and, also as the algorithms are based on the pixel intensity and 
not on the tonal values, the software is written for 8bit grayscale images. The software can be 
easily extended for color images with RGB channels analyzed separately.  
 
4.3.1. Copy-move detection by block matching 
 
The three copy-move detection algorithms direct matching (DM), discrete cosine transform 
(DCT) and principal components analysis (section 3.1) are implemented in to DIFT plug-in as 
the menu command “Copy-Move by pixel block matching” as shown in Figure 17.  
 

 
Figure 17: DIFT plugin 

By selecting the “copy-move by block matching command” a dialog box is displayed for the 
selection of the method that is to be used. “Method” options contain “Direct” (DM), “DCT” 
and “PCA” selections. Selecting “Direct” (DM) method and selecting “OK” starts the DM 
block matching algorithm by displaying another dialog box for user inputs as shown below in 
the Figure 18. 
 

   
Figure 18: Dialog box sequence for direct block match algorithm selection 

 
Where “NXN” in the Figure 18 is the minimum block or mask size that is to be used for the 
operations on the image. Initially various tests have been carried on to check the best possible 
block size that can be used with out many false detections. The minimum block size that 
could be used is 88´  pixels. A block size less than 88´  pixels gives more false detections. 
This limits the algorithm usage on the forgeries that is of minimum size 88´  pixels or 
greater. 
 
“Threshold” input parameter value is related to the smallest shift in pixels that is to be 
considered between the copy-move regions. Since search results give many matches which do 



 

 

21 

not belong to the actual tampered region, one way of selecting true matches is by classifying 
the matches by their shift values as explained in section 3.1. The “Threshold” input parameter 
is considered by the algorithm to find all matches that correspond to a shift value greater than 
the input threshold. With a block size of 88´ , the “Threshold” input value that could be 
given is 8 or greater. In the implemented algorithms shifts with highest occurrence greater 
than the threshold input from the user is noted as detection of tampering and this is regarded 
as resultant shift value. 
 
Additional parameters are possible according to the analysis done on the image block data, 
but block size and threshold parameters are common for all the three algorithms DM, DCT 
and PCA matching.Once the parameters are initialized and the algorithm is initiated, the 
program starts in the DIFT_Runner class where two objects are instantiated of the classes 
ImagePlus and ImageProcessor objects that hold the given image data and passed on to the 
respective method algorithm. Image data is acquired as a one dimensional array from the 
passed ImageProcessor object using the command ImageProcessor.getPixels(). This is a 
common step for all the detection algorithms when ever image data is needed from the 
ImageProcessor object.  
 
Once the one dimensional array of image pixels are got from the ImageProcessor object, a 
block of nn´  pixels, as per the user input, is scanned into a 2D array (mentioned in the 
section 3.1). The collected block of pixels are then scanned for matches by searching each 
row with all other rows of the matrix. Instead the whole array can be lexicographically sorted 
and searched for two consecutive rows that are identical. This can be done in MNlog2 (MN) 
steps for an array of M rows and N columns [11]. Two methods of lexicographical sorting are 
implemented in to the program named as lexicographicSort(), with and with out recursive 
quick sorting qsort(). Recursive quick sorting is relatively faster than normal sorting going 
through all elements of an array. Finally from found matches, detected region pixels are 
marked with WHITE color and rest of the image regions with BLACK color with the 
implemented method setBlockPixels(). 
 
Selecting “DCT” method in the options of the “Copy-Move by block matching” initiate’s 
copy-move detection algorithm using quantized DCT coefficients. In the software, the whole 
DCT calculation is implemented in a separate class called DCT.java, which is instantiated in 
the CopyMove class. The algorithm is implemented for a block size of 8×8 or 1616´  as the 
quantization matrix is compatible with these two matrix sizes. This limits the algorithm to 
perform detections only with the mentioned sizes. 
 
Quantized DCT coefficients are calculated for each block in the array of image blocks. 
Quality matrix with quality levels of 10, 50, and 90 were tested during implementation. A 
quality factor of 10 looses more information and gives many tampering detections and also 
false detections when compared to the quality factor 90. Quality 90 was selected as default for 
implementation as it gave good matches for both block sizes of 88´  and 1616´ . The inputs 
for DCT copy-move detection algorithm are similar to that of DM method as discussed 
earlier. It is recommended to input a block size 16×16 if the tampering is supposed to be 
larger than 1616´  as smaller blocks of quantized DCT coefficients produce many false 
detections compared to large blocks of quantized DCT coefficients [11]. In the case of 1616´  
block size, the quantization matrix can be calculated from the 88´  quantization matrix with 
additional modifications as proposed in [11].  
 
Principal components analysis additionally performed on the 2D array data is implemented as 
a method doPCA() in the class CopyMove. An open source application programming interface 
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(API) bij.jar, which is specifically implemented for biomedical imaging in Java (BIJ), is used 
in the PCA implementation. Two classes BIJmatrix for various basic matrix calculations and 
BIJstats for statistical calculations are used in the PCA implementation.  
 

 
Figure 19: PCA algorithm input parameters 

 
The input parameters (Figure 19) for the PCA based matching algorithm are the block size 
“NXN” used for acquiring block data, “Threshold” that gives the minimum shift that is to be 
considered between the copy-move regions, and the “Quantization” factor value used for 
quantizing the principal components. A high value of “Quantization” factor value is used if 
more matches are desired, which also increases false tamper detections. A value of 50 is 
observed to be the optimal value that gave reproducible results during tests done to find a 
range of optimal “Quantization” factor values that could be given as input to the algorithm. 
 
Image block data acquired to a 2D array is put in to columns of a matrix variable called 
vectorizedBlocks using the method getAllBlocks(). Image data is made zero mean by 
calculating the average mean of the blocks and subtracting from all the elements of the 
matrix. To find the PCA of a multi dimensional image data, covariance matrix is calculated 
first (section 3.1.2). Covariance matrix gives the similarity measure between the image 
blocks. Covariance matrix C

�
 is got from the matrix consisting of image blocks in columns by 

calling the method BIJstats.covariance(float[][], true).  
 
BIJ API’s BIJJacobi class is used to get the Eigen values and Eigen vectors from the 
covariance matrix. BIJJacobi class is an implementation of jacobi functions in to a java class. 
By instantiting BIJJacobi class and calling the method BIJJacobi.compute() computes the 
Eigen values and Eigen vectors in variables BIJJacobi.eigenvalues and 
BIJJacobi.eigenvectors. 
 
The obtained Eigen vectors and Eigen values are sorted on the basis of Eigen values in 
descending order of the Eigen values calling the method BIJJacobi.sort(). Once the sorted 
Eigen values and vectors are obtained, Eigen block images are calculated by multiplying the 
matrix with the Eigen vectors and transposing the result of multiplication. The final result of 
the PCA computation is stored in a variable called eigenImages of the doPCA() method which 
is then lexicographically sorted and searched for matches to find tamper detection. 
 
4.3.2. Image-splicing detection by detecting noise variations 
 
Noise variation algorithm as discussed in section 3.3.3 is implemented in the class named 
NoiseDetection.java in the package stat. Estimation of image signal to noise ratio is initially 
implemented as proposed by the M2M4 estimator [15]. The algorithm assumes that the density 
function of signal and added noise are symmetric and zero mean. In reality images are not 
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zero mean and symmetric, but can be made zero mean by subtracting the mean of the image 
from the image pixel values.  
 
For testing purpose, an image locally added with Gaussian noise was used. Initial 
observations showed that there were drastic variations in the noise levels in and around the 
location where the noise was added. Similar tests were done with different kinds of images, 
low frequency, high frequency and textured images. After rigorous observations it was sure 
that the variations were not very significant for saying whether the local part has been 
tampered or not, as local parts with high frequency texture also showed the similar noise 
variation results. 
 
Texture with high frequency limit the estimator in distinguishing the noise variations between 
added noise and image texture. The next thought for improving the algorithm was to 
differentiate image texture parts from the parts locally added with Gaussian noise. Texture 
can be considered as a basic local pattern that is periodically or quasi-periodically repeated 
over some area of the image. The idea behind the improvement of the algorithm is to enhance 
the noise and then estimate the noise variations. Final noise variation results are not true 
values, but are significant and sensitive enough to detect tampered regions. Some edge 
enhancement filters were applied on the test image to see how sensitive the filter is for 
additive noise. Figure 20 shows an image of a farm house with additionally applied with 
Gaussian noise. Figure 20(b) is the high pass filtered image of the original image in frequency 
domain by computing FFT (Fast Fourier Transform). 
 
 The Laplacian is a 2-D isotropic measure of the 2nd spatial derivative of an image. Laplacian 
of an image highlights regions of rapid intensity change and is therefore often used for edge 
detection [22]. Because Laplace filters perform second derivative measurements, they are 
highly sensitive to noise. Moreover sum of all the coefficients of a Laplace filter is ‘0’. 

The Laplace operator with two variables is defined as 
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The discrete form can be defined as 
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The Laplacian is sensitive not only to edges but also to single pixels having a different value 
compared to the near-lying pixels. This is a result of the fact that the filter is isotropic. Figure- 
20 (a) shows a test image with locally added Gaussian noise (standard deviation (SD) = 25), 
(b) result of the high pass filtering of test image by removing low frequencies in frequency 
domain and (c) the result of Laplace filtering. It is observed that Laplace filter is more 
sensitive to the noise than any other filters tested with. Additive noise indicated by white 
rectangle in Figure 20(c). 
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(a) 

   
 (b) 

   
 (c) 

Figure 20: (a) Farmhouse (test image); (b) Fast Fourier Transform (FFT) of test image (right) with 
filtered low frequencies and its inverse FFT (left); (c) Laplace filtered image and Laplace filter kernel. 

 
Initiation of the noise variation detection algorithm is done by giving the respective input 
parameters in the dialog box (Figure 21). As mentioned in the assumptions of the algorithm, 
the shape of the signal and noise are given in terms of signal and noise kurtosis. For a 
Gaussian noise kurtosis is always ‘3’, described in section 3.2.3. The signal kurtosis is 
currently assumed and is by default ‘1’. Signal kurtosis can be calculated from a region of the 
tampered image which can be taken as authentic or for the complete image if the size of 
tampered region is considered to be small compared to the image size. The block size used for 
SNR calculations should be considered a minimum size of 3232´  pixels. A reliable 
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estimation is only possible with this minimum size. This limits the algorithm for detecting 
image-splicing that is less than a minimum size of 3232´ . 
 

   
Figure 21: Noise variation detection input parameters dialog box  

 
Three variants of Laplace filter have been selected for use in the noise variation detection 
algorithm as give below. 
 

 
 
 

 
 
 
      K1       K2       K3 
 
As seen from the filter coefficients K1 has the least difference order and is suitable for images 
with high texture or variations. K2 and K3 relatively perform well when the images are 
homogeneous and the added noise is of low standard deviation. 
 
Convolution operation is done by calling the ImageProcessor.convolve(int []) method on the 
respective image processor of an image, where the input parameter to the function is the 
kernel values as an integer array. The Laplace filtered image is searched for the noise 
variations by calling three methods that are implemented in the NoiseDetection.java class. 
getBlock() method acquires the block data of specified size and from a specified location, 
calculateMoments() method calculates moment 2 and moment 4 of the block data and the 
SNR is finally calculated in the method noiseVariance(). The obtained SNR values for all the 
blocks are subtracted sequentially and their respective image blocks are marked with WHITE 
color if the difference is less than ‘0’ else marked with BLACK color. 
 
4.3.3. Copy-Move detection by Autocorrelation (AC) 

Autocorrelation is another efficient technique used for pattern recognition. A plug-in based on 
autocorrelation and written by Mr. Markus Hasselblatt has been embedded in to DIFT and 
proposed for usage to detect tampering by copy-move technique in the study. The plug-in is 
basically written for interpretation of the repetitive structures in micrograph images. It 
employs a linear correlation procedure to identify areas within an image that are similar to a 
pre-selected sub region of the image. Areas found in this way are then incrementally rotated 
360deg while the linear correlation between the rotated area and the initially selected region is 
calculated [23].  
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Usage of this plug-in is shown in the Figure 22 below. This plug-in initially requires selection 
of a sub region that is assumed to be repeated in the image. This implies the user should guess 
regions that are supposed to be repeated. This conflicts our initial statement “no user 
interaction” in the requirements of an image forensic tool. Shown below are a moon surface 
image with a selected sub region, output image after autocorrelation and the output image 
after thresholding with detection indicated by white dots. Detection using this plug-in also 
does not provide us the approximate size of tampering, but only the location where it is 
tampered. 

   

Figure 22: From left moon surface image, middle after autocorrelation, threshold image 

One major advantage of this method is that it is accurate according to the sub region selection 
and is also capable of finding cloned parts that are rotated by an angle in the image. Rotated 
cloned parts are detected by rotating the selected sub region each step and auto-correlating 
with the image. This needs high processing speed and takes long time for large images. As 
mentioned previously, the only drawback of this method is sub region selection. This plug-in 
will result in accurate results if used in combination with other detection algorithms.  

4.4. Tampering detection by inspecting image EXIF data 

EXIF stands for Exchangeable Image File Format. It is a standard for storing interchange 
information in image files, especially those using JPEG compression. The Exchangeable 
Image File (EXIF) format is an international specification that lets imaging companies encode 
metadata information into the headers or application segments of a JPEG file. Most digital 
cameras now use the EXIF format. The format is created to encourage interoperability 
between imaging devices. Camera settings and scene information are recorded by the camera 
into the image file. Information like date, time, image size, resolution, software etc… stored 
in to the file [24]. 

Since this information is stored during the time of capture, one can deduce lot of important 
information by going through the data that is useful for digital forensics. For example in 
Figure 23 left shown EXIF data of original image read from ImageJ using EXIF reader plug-
in. Original dimensions of an image, resolution, type of compression and software used 
during captured can be known from the data. 
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Figure 23: EXIF reader showing original and tampered image information 

Through careful inspection of the EXIF data for information pertaining to the software used 
for image processing and the size of image, it can be told whether an image has been 
tampered or not. Figure 23 shows EXIF data for original (left) and tampered image (right). 
Right image is rescaled down by a factor of 2.5 with respect to the original image. From the 
EXIF data it is observed that the information has not been correctly updated by the software. 

There exists lots of image processing software that can extract EXIF data easily and it is also 
possible to modify the data. Professional software like Adobe Photoshop [32], GIMP [31], 
IrfanView [34] gives the facility to see this data in the application. If an image is tampered by 
professional software, most of the software do not update the EXIF data pertaining to the 
operation performed and also embed the application name in the software title of the EXIF 
data. Though such information is not fully useful to prove, but can be used for initial 
investigations. Summary of the useful information that can be deduced from image EXIF data 
using EXIF reader plug-in are 

a. EXIF width, EXIF height: original dimensions 
b. Image width, Image height: current dimensions 
c. Resolution: resolution used during capture 
d. Software: software used during capture or for tampering 
e. JPEG comment: embedded by most of the professional image processing software 

 

 

 

 

 

 



 

 

28 

5. Evaluation 

Testing of the tamper detection algorithms is done on a database of images. Almost all of the 
images for testing are collected from web sites that are allowed for image processing and 
publishing. The main objective of performance evaluation is to know how efficient the 
detection algorithm in detecting tampering is. The two main characteristics studied in the 
testing are sensitivity and accuracy. Sensitivity tells us how good the algorithm is in picking 
out tampered regions. Accuracy gives the overall performance i.e. how good the algorithm is 
in collecting the tampered regions with minimal false detections. Since most copy-move 
tampered images are post processed by several image operations, it is good to know the 
robustness of the algorithm against various unexpected image operations. 

5.1. Evaluation procedure 

The type of problem obtained from result after detection is a two class problem. Detection is 
indicated by WHITE pixels and no-detection is indicated by BLACK pixels. The result from 
this output image is denoted by the count of the white and black pixels. Each test image has 
its own reference image which indicates the true tampered and non-tampered areas. Pixel 
counts between the reference image and the detection output image are compared to get the 
final possible outcomes for a two class problem. 

    

Figure 24: Confusion matrix (left), possible outcomes of a prediction (right) 

True positives (TP), true negatives (TN), false positives (FP), and false negatives (FN), are 
the four different possible outcomes of a single prediction for a two-class case with classes 
WHITE (detection) and BLACK (no-detection).  

True positives (TP): Indicates tamper detection prediction that matches actual class. 

True negatives (TN): Indicates no tampering detection prediction that matches actual class. 

False positives (FP): Indicates tamper detection prediction that does not match actual class. 

False negatives (FN): Indicates no tampering detection prediction that does not match actual 
class. 

FN 

TP 

FP 

TN 
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True positives and true negatives are obviously correct classifications of a two class case [29, 
30].The possible outcomes of a two class problem can be indicated by a confusion matrix as 
shown in Figure 24. 

In Figure 24 (right) shown are all the outcomes that are possible in a resulting prediction 
image. The reference image or actual class tamper detection prediction ( +C ) is indicated by a 
blue circle in the Figure 24 and no-detection prediction ( -C ) is the rest of the image other 
than the blue circle. After testing an image for tampering one gets an output image with a 
black background and tampering indicated by white pixels similar to that of the reference 
image, if the detection is 100% accurate. If there is some false detection then one gets a 
resulting image something like shown in Figure 24 with all possible outcome predictions of a 
two class case. 

From the predictions one can calculate sensitivity and Accuracy [30] as 

Sensitivity =
+C

TP
   Accuracy = 

-+ +
+

CC
TNTP

 

Where, +C and -C  are the actual tampered and unchanged pixel counts respectively given by 
the reference image.  

 

Figure 25: Forensic Algorithm Analysis Tool 

The testing tool implemented is named as Forensic Algorithm Analysis Tool (FAAT). The 
tool consists of a user interface created for the ease of testing programmed using Java light 
weight swing components and is shown in the Figure 25 above. Reference image test is 
opened first which should be in the same directory where the prediction output images are 
collected. The type of algorithm to be tested is selected by clicking one of the option buttons. 
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If the testing has a predefined reference image, then testing of the algorithm can be initiated 
directly by clicking the “Analyse” button. Once the “Analyse” button is clicked, the tool 
opens all the required images for comparison and counts all the predictions displaying in a 
result window. If one is not provided with a reference image, testing can be done by selecting 
doubtful regions from the tampered image with the “Select” button or by entering manually 
by clicking “Add” button. Since the parameters and method of testing is different, a detailed 
explanation is given in the following sections specific to the algorithm tested. 

5.2. Testing copy-move detection algorithm 

Test images are first generated from a collection of 11 images which are ensured to be 
original, compressed with 100% quality and without any kind of initial processing or 
tampering. These images are tampered to get 11 tampered images using GNU image 
manipulation program (GIMP) [31]. In reality, copy-move tampering technique not only 
involves copying regions from an image and pasting in a different location of the image, but 
is also post processed with additional image operations. In order to be close to the reality, 
tampered test images are also post processed with different operations in order to study the 
robustness of the algorithm. The three common post image processing operations and their 
variations selected are; 

Gaussian noise: Most tampered images are post processed with Gaussian noise or Gaussian 
blur in the vicinity of the tampering done to cover up the obvious traces of tampering. 
Gaussian noise with standard deviation (� ) 5, 10 and 15 is used for post processing and 
testing.  

Gaussian blur: Gaussian blur with a kernel radius of 1, 2 and 3 are used for post processing 
of tampered images. The radius is used to specify the extent of the effect. Increasing the 
radius will increase the actual blurring effect. 

JPEG quality factor:  Since JPEG has become a standard compression scheme in which 
images are saved. JPEG quality factor defines the quality by which an image is saved. 
Common quality factors uses by most image processing software’s are 100, 75 and 50. 
Tampered images are saved using JPEG compression selecting quality factors 100, 75 and 50. 

Tampered set of 11 images are further post processed with the operations above and 
parameters to generate a set of totally 11x3x3= 99 test images. Apart from this set of testing 
images 3 tampered images from an unknown source and reference are also used for real world 
performance testing of the algorithm. Figures 26 and 26 show all the different original and 
tampered images used for testing. Dotted lines indicate cloned parts. 

 

    

    (a)       (b) 
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  (c)  

  (d)  

  (e)  

 (f)  

 (g)  
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 (h)  

 (i)  

Figure 26(a-i): Shown some of the different testing images in their original form with out tampering on 
left side and its tampered image right side. Cloned parts indicated by dotted lines. 

 

   

      (a) 

   (b)  

Figure 27: (a) cut out parts of a tampered image of an unknown source and technique, (b) image of 
diatoms with copy-move tampering. 
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Images created are checked for the tamper detection using the four detection methods DM, 
DCT, PCA and AC mentioned in section 3.1, 3.2 by giving them as inputs to DIFT. During 
detection, input parameters are always maintained constant in order to compare results of 
different methods. 99 test images are checked for tampering with four methods giving a total 
of 396 output images. These 396 images are given as inputs to the FAAT, compared with the 
actual (reference image) and the prediction counts of the two class problem are displayed in a 
result window for copying or saving as a text file. Since number of collected result images is 
large, result images for tamper detection of “Aerial” image (Figure 26 (a)) are shown in the 
Figures 28-31 as examples of output images. 

 

    

Figure 28: Reference image (top), bottom left to right shown output images of the detection methods AC, 
DM, DCT and PCA respectively of “Aerial” image (Figure 26 (a)) with out post processing. 

Initial observations showed that DM method is able to detect most of the tampered region as 
in Figure 28. Autocorrelation is able to detect only the location of the tampering indicated by 
white dots, but not the size of the tampering. DCT method is not as efficient as PCA to detect 
the whole size of the tampering, but comparatively has less false detections. The output image 
of the autocorrelation is segmented with a threshold value after autocorrelation. The threshold 
value is selected using the ImageJ threshold adjuster. 

    

Figure 29: Left to right shown output images of the detection methods AC, DM, DCT and PCA 
respectively of “Aerial” image post processed with Gaussian noise (� =5). 
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When noise is added, only DM method and PCA methods are able to estimate the true tamper 
detection. It can be inferred that PCA method is robust to the additive Gaussian noise. 

    

Figure 30: Left to right shown output images of the detection methods AC, DM, DCT and PCA 
respectively of “Aerial” image post processed with Gaussian blur of kernel radius “1”. 

Gaussian blur improved the output result when compared to the detection results (Figure 30) 
of “Aerial” image without post processing. DCT and PCA estimated better cloned sizes with 
less false detections. DM method gave false detections after processing with Gaussian blur. 
No change can be observed in the autocorrelation detection images. 

    

Figure 31: Left to right shown output images of the detection methods AC, DM, DCT and PCA 
respectively of “Aerial” image saved in lossy JPEG format with a quality factor 75. 

It is obvious that the results shown above are not the same if the tampered images are post 
processed i.e. the results are not reproducible if images are post processed. The effect of lossy 
JPEG compression is not much for DCT and PCA detection methods, but has strong effect on 
DM method. Lossy JPEG compression quantizes the DCT coefficients with a quantization 
matrix. Since the quantisation process is not linear, pixel values are modified and are never 
reproducible. With respect to only one method it can be seen from the above Figures 28-31 
that only detection based on PCA has nearly similar results and produced good results even 
when the tampered images are post processed. 

The output images from the DIFT are given as inputs for FAAT. FAAT compares the 
resultant output images with the reference image opened during testing, counts TP, FP, TN 
and FN as discussed in section 5.1 and reports the results in a text window that can be saved 
to disk. The results can be opened in Microsoft Excel program with tab separator selection. 
Average sensitivity and accuracy calculations for all the testing images with the formulas 
mentioned in testing procedure are given in the table (Figure 32).  
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Testing results 

DMmethod     
Testing parameters Sensitivity Accuracy 

JPEG compressed with quality factor 100 1 0.9989 
JPEG compressed with quality factor 75 0.0541 0.9412 
JPEG compressed with quality factor 50 0.027 0.9318 
Additive Gaussian noise �  = 5 0.0092 0.9429 
Additive Gaussian noise �  = 10 0.0264 0.9454 
Additive Gaussian noise �  = 15 0.0119 0.9452 
Gaussian blur with kernel radius = 1 0.9154 0.9949 
Gaussian blur with kernel radius = 2 0.8571 0.9932 
Gaussian blur with kernel radius = 3 0.8026 0.9911 
quantized DCT coeff block matching     

Testing parameters Sensitivity Accuracy 
JPEG compressed with quality factor 100 0.5854 0.978 
JPEG compressed with quality factor 75 0.1605 0.9446 
JPEG compressed with quality factor 50 0.0075 0.9264 
Additive Gaussian noise �  = 5 0.0144 0.9369 
Additive Gaussian noise �  = 10 0.0145 0.9377 
Additive Gaussian noise �  = 15 0.0154 0.9387 
Gaussian blur with kernel radius = 1 0.4852 0.9736 
Gaussian blur with kernel radius = 2 0.3815 0.9676 
Gaussian blur with kernel radius = 3 0.3135 0.9617 
PCA block matching     

Testing parameters Sensitivity Accuracy 
JPEG compressed with quality factor 100 0.8025 0.9882 
JPEG compressed with quality factor 75 0.7696 0.9877 
JPEG compressed with quality factor 50 0.6727 0.9825 
Additive Gaussian noise �  = 5 0.6932 0.983 
Additive Gaussian noise �  = 10 0.5502 0.9728 
Additive Gaussian noise �  = 15 0.5196 0.9735 
Gaussian blur with kernel radius = 1 0.7099 0.9739 
Gaussian blur with kernel radius = 2 0.5813 0.9647 
Gaussian blur with kernel radius = 3 0.4537 0.939 
Autocorrelation     

Testing parameters Sensitivity Accuracy 
JPEG compressed with quality factor 100 0.0046 0.9599 
JPEG compressed with quality factor 75 0.0045 0.9599 
JPEG compressed with quality factor 50 0.0041 0.9599 
Additive Gaussian noise �  = 5 0.0053 0.9599 
Additive Gaussian noise �  = 10 0.0043 0.9599 
Additive Gaussian noise �  = 15 0.0043 0.9599 
Gaussian blur with kernel radius = 1 0.0056 0.9599 
Gaussian blur with kernel radius = 2 0.0068 0.9601 
Gaussian blur with kernel radius = 3 0.0079 0.9601 

Figure 32: Average sensitivity and accuracy results 
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JPEG compression robustness
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Figure 33: Sensitivity (top) and Accuracy (below) plots for all detection methods against the JPEG 
compression quality factor. 

Robustness plots shown above for the four detection techniques show that, sensitivity and 
accuracy decreases as the JPEG compression quality decreases. PCA detection method is 
comparatively highly robust against JPEG compression quality with a sensitivity 
approximately �  80% and accuracy �  98% 
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Gaussian noise robustness
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Figure 34: Sensitivity (top) and accuracy (below) plots for all detection methods against additive Gaussian 
noise. 

Addition of Gaussian noise strongly decreases sensitivity and accuracy of the detection 
techniques. Plots in Figure 34 show that detection techniques DM, DCT, and AC are not 
robust to additive Gaussian noise showing very low or no sensitivity. PCA detection method 
has relatively good sensitivity �  60% and accuracy from the plot above �  97.5%. 

It is interesting to observe from the plots of robustness against Gaussian blur (Figure 35) that 
DM method is most robust detection technique among all the techniques. The plots show 
decrease in the robustness against Gaussian blur as the blur kernel radius increases. Also it 
can be observed that sensitivity and accuracy of PCA detection method decreases drastically 
as the kernel radius increases when compared with DCT detection method. DM method has 
the maximum sensitivity and accuracy against Gaussian blur and is equal to nearly a 
sensitivity approximately �  85% and accuracy from the plot below �  92.5%. 
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Gaussian blur robustness
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Figure 35: Sensitivity (top) and Accuracy (below) plots for all detection methods against Gaussian blur. 

Evaluation procedure explained till now is based on a reference image i.e. on the assumption 
that we know the exact location and tampered size of the region. Region selection based 
testing is also implemented into FAAT for testing in the absence of the reference image. For 
this, the existing “point picker” plug-in has been extended for picking rectangular regions. 
The region picker is initiated by pressing the select button of the FAAT tool. Once the select 
is pressed, a new tool menu is made visible containing various tools like point and region 
picker, point and region remover etc. Multiple regions can be selected for testing. After 
selection, “Done” button is pressed and the analysis is initiated by the “Analyse” button. 
Figure 36 shows the region selection menu and selected regions later used for testing the 
copy-move algorithms. Each selection is indicated by a different color during selection of 
regions assumed to be used by the forger in tampering of the image with copy-move 
technique. 
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Figure 36: Copy-Move testing in the absence of reference image based on region assumption. 

5.3. Testing image-splicing detection algorithm  

Testing of image-splicing is similar to that of testing copy-move technique, as in both cases 
the objective is to detect and highlight the tampered regions. As with the copy-move 
technique, the result output images are compared with the reference image to tell if the 
prediction is a true or a false one. In the case of noise variation detection as described before 
three variants of Laplace kernel are used as the input parameters. Though it’s hard to say 
exactly which one is best for use in detecting tampering, testing is done using these variants 
against the additive Gaussian noise. Input parameters, signal kurtosis and noise kurtosis are 
always constant and are assigned 1 and 3 respectively. They are not optimized but it is said 
that for additive Gaussian noise, noise kurtosis is 3 so that the Gauss unlikeness (fourth order 
cumulant) of the noise density function is zero [25]. 

For testing, 6 uncompressed images are collected and are locally added with additive 
Gaussian noise of standard deviation 5, 10, 15, 20, 25, and 30. Thus with 6 images, a total of 
36 images are created. Also one test image is created using image-splicing technique from 
two different images. One of the two images used is applied with additive Gaussian noise. 
Figure 37 shows all the testing images and Figure 38 shows a real example of image-splicing 
created from two images and with out addition of additive noise.  
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Figure 37: Test images collected shown after locally added with Gaussian noise 

   

Figure 38: Example of a real image-splicing without addition of noise artificially 

 All the 36 test images created are then passed through the noise variation algorithm and 
output images of tamper detection using three Laplace variants is saved, thus collecting a total 
of 36x3=108 result images.  

   

Figure 39: Noise variation detection results using Laplace kernels K1, K2, and K3 (p 25) from left to right 

Result images for the image-splicing example detected using three variants of Laplace filter 
are shown in Figure 39. From all the result images it is observed that the variant K2 is highly 
sensitive to noise and also to the texture regions with high variance giving more false 
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predictions. K1 and K3 are relatively sensitive to noise variations, but are not efficient to 
detect the exact size of the tampered region. 

These 108 result images are given to the FAAT for comparison against their respective 
reference images to find out the predictions of the detection algorithm. A total of 108 results 
were collected and for each result, sensitivity and accuracy are calculated. The average 
sensitivity and accuracy for test images verses noise standard deviation is tabulated below 
(Figure 40).  

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 40: Average sensitivity and accuracy results 

From the calculated results, plots (Figure 41) of the average sensitivity and accuracy 
calculated versus noise standard deviation for each of the three Laplace variants used are 
plotted in Microsoft Excel to observe the performance of the noise variation algorithm. From 
the plots (Figure 41), it is observed that the average sensitivity and accuracy curves rise as the 
locally added noise standard deviation is increased. The detection algorithm has negligible 
sensitivity for low noise standard deviations. From plots it can be said that the algorithm only 
works if the noise standard deviation is greater than 10 i.e. a variance of 100 which is usually 
very high when compared with the noise variance in natural images, but can be used for 
detecting noise variations in images that are post processed with additive Gaussian noise to 
hide obvious traces of tampering. 

 

Average results  when Laplace variant K1 is used 
Noise  

standard deviation 
Sensitivity 

 
Accuracy 

 
5 0.00000338 0.85036326 
10 0.00241207 0.85219011 
15 0.07102353 0.85349451 
20 0.15256187 0.85294198 
25 0.29760541 0.85234442 
30 0.33890201 0.852197 

Average results  when Laplace variant K2 is used 
Noise standard 

deviation 
Sensitivity 

 
Accuracy 

 
5 0.14014542 0.85036326 
10 0.20972467 0.85219011 
15 0.42868825 0.85349451 
20 0.49338886 0.85294198 
25 0.53539226 0.85234442 
30 0.55322926 0.852197 

Average results  when Laplace variant K3 is used 
Noise standard 

deviation 
Sensitivity 

 
Accuracy 

 
5 0.1027393 0.9082479 
10 0.11701874 0.90846607 
15 0.2021911 0.91115072 
20 0.36691464 0.91207847 
25 0.43771935 0.91156758 
30 0.46741095 0.91129396 
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Sensitivity curve

0

0.1

0.2

0.3

0.4

0.5

0.6

0 5 10 15 20 25 30 35

Noise standard deviation

S
en

si
tiv

ity

K1 K2 K3
 

 

Accuracy curve

0.84

0.86

0.88

0.9

0.92

0.94

0.96

0.98

1

0 5 10 15 20 25 30 35

Noise standard deviation

A
cc

ur
ac

y

K1 K2 K3
 

Figure 41: Sensitivity and accuracy curves for different Laplace variants agianst different noise standard 
deviation 
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6. Discussion 

In this section, I discuss about the reaching of the objectives of my master thesis work. How 
satisfactorily were the objectives accomplished? What are the benefits of the implementation 
and observed drawbacks of the implementation? 

First of all speaking from the objectives point of view, all the objectives were accomplished 
as specified and a base for further research work has been laid out. Initially an extensive 
search for the various image tampering techniques has been done to find out how an image is 
tampered and the different kinds of image processing operations commonly used in tampering 
an image. From the knowledge of existing tampering and detection techniques two tampering 
techniques named copy-move and image-splicing were observed to be the most often used 
techniques for image tampering. These two were selected for further research. 

Some of the known detection techniques for the selected image tamper techniques are 
implemented in Java and as a plug-in for the ImageJ. In accomplishing the implementation of 
copy-move detection technique, pixel block matching algorithms based on various matrix 
calculations, complex sorting logic like lexicographic sorting, quantized discrete cosine 
transform coefficients matching method and principal components analysis method has been 
programmed in Java. For implementation of image-splicing detection, a known noise 
variation estimator based on variance and kurtosis of image signal and image noise has been 
programmed. 

The usage of Laplace filter before estimation of noise variance is proposed in this work to 
improve the performance of the noise variance estimator and proven for its good sensitivity 
for noise tampered images. One more already existing implementation based on 
autocorrelation is proposed for usage as a forensic tool. A short study on image information 
(EXIF data) has been done and advised for initial observations of image tampering. An 
attempt to implement Expectation and Maximization (EM algorithm) for detection of image 
resampling proposed in the scientific paper [8] has been done, but the results obtained were 
not similar as proposed in the paper. Thus in accomplishing the second objective a plug-in for 
imageJ named “DIFT” for detection of image tampering has been implemented specifically 
for copy-move and image-splicing techniques. 

Finally to prove the performance of the implemented detection algorithms, statistical 
hypothesis testing technique is used. Testing is done by comparison of the detection result 
images with the reference images and finally calculating the average sensitivity and accuracy 
of the algorithms for specific robustness criteria in the case of copy-move detection and 
Laplace kernel variants in the case of image-splicing. From the testing results it is observed 
that tamper detection by PCA method outperformed among the three tested copy-move 
detection methods. PCA results showed reliable detection for all kinds of robustness tests. It 
can be concluded that copy-move tamper detection based on PCA method can be put into 
practice. The approximated average sensitivity and accuracy for all detection methods against 
robustness for specific post processing operations are tabulated in the Figure 42. These 
approximated average results should be considered and interpreted only for parameters used 
during testing which are described in the evaluation procedure section 5.2. For example, from 
table in Figure 42, for PCA method against JPEG compression one can interpret that the 
detection method is able to detect 80% of the tampered region with accuracy 98%. 80% of the 
sensitivity tells how good the algorithm is in picking only the tampered regions, whereas 98% 
of accuracy tells how good the algorithm in detecting both tampered and not tampered region 
is. 
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JPEG compression Gaussian noise Gaussian blur 

Detection 
method 

Sensitivity Accuracy Sensitivity Accuracy Sensitivity Accuracy 

DM  � 20% to 80% � 96 %  � 0.01% � 93% � 80% � 99% 
DCT  � 30%-50% � 93% � 0.01/ � 93% � 40% � 96% 

PCA  � 80% � 98% � 60% � 97.5% � 85% � 92% 

AC  � 0.004% � 95% � 0.004% � 95% � 0.004% � 95% 

Figure 42: Approximated results for all detection methods 

The most interesting observation is that of the robustness of DM method against Gaussian 
blur, which is observed to be the best of the three methods. All the detection methods had 
false detections, but in most cases the detected false predictions are not solid regions instead 
single blocks as seen in Figure 28-31. These blocks are in the size of the block size used for 
detection and thus can be neglected considering no tampering. 

Autocorrelation method from the test results showed very low sensitivities in all cases but had 
a constant accuracy of 96% and can be advised as a reliable method in checking the presence 
of tampering. Well one major limitation is its need for interactivity from the user. But one can 
use this tool with the implemented algorithms to make sure for the exact presence of the 
tampering. This can be done by first passing the tampered image for detection with the copy-
move algorithms then confirmation of the detected regions can be done by testing with the 
autocorrelation method. 

From the results of the noise variation detection, it is concluded that the algorithm works only 
if the additive noise variance standard deviation is greater than ‘10’ i.e. a variance of 100 
which is high compared to the noise variance of natural images. But most tampered images 
are post processed with additive noise to hide obvious traces of tampering. Thus this tool can 
be used for images tampered with additive noise (� >10) over a minimum region size of 

3232´ . For low additive Gaussian noise (�  <10), sensitivity is observed to be very low i.e. 
no sensitivity. The algorithm is efficient in finding noise variation, but not the whole 
tampered region of noise variations. One factor could be due to calculations done with a mask 
size of 3232´ . It is also observed that if an image is highly textured and has similar variance 
to that of the additive Gaussian noise, the algorithm is also sensitive to this texture and would 
lead to improper results. 

For the testing of the performance of the algorithms a tool has been implemented as a plug-in 
for ImageJ named “FAAT”. The tool is programmed so that it works both with out a reference 
image and with selection of doubtful regions. The idea behind the implementation of 
reference less testing is applicable when the parameters of the algorithms are fully optimized, 
then the testing tool can be further extended to test tampered images directly by selecting 
some doubtful regions in it. 

Thus the specified objectives of this master thesis are achieved with the study of image 
tampering and detection techniques, implementation of detection techniques, creating a 
database of test images with known tamper techniques and by finally testing and reporting the 
performance of the algorithms with respect to the characteristics sensitivity and accuracy. 
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7. Conclusions and future work 

Finally in this section, I mention some major benefits of the plug-in in general and some of 
the drawbacks observed during the whole thesis work. The main advantages of the algorithms 
and implemented plug-in are 

·  One doesn’t need the source image during detection i.e. detection is based on 
observation of only the tampered image. 

·  Credibility investigation is based on blind tamper detection in contrast to Digital-
Watermarking technology. 

·  Tampering detection also assume no user interaction, but for current working of the 
algorithms some parameters are need to be provided before the running of the 
algorithm. These parameters can be optimised easily. 

·  Detection algorithms are implemented as a plug-in for ImageJ and thus are operating 
system independent and easy for deployment. 

·  The tool is highly extendable with additional tamper detection algorithms 
·  Form the observation of results it is inferred that the implemented algorithms are 

robust to most common post image processing image operations. 

Along with so many advantages the tool of course has some drawbacks observed during 
implementation and testing.  

·  The tool depends on some input parameters which are assumed constant, but in reality 
they can be optimised. 

·  In copy-move tamper detection, if the number of tampered regions is more than one, 
then the current algorithm is able to detect only the region which is larger in size. 

·  Detection of noise variance in an image with the implemented algorithm only works if 
the added noise has a standard deviation greater than a value of 10. 

Much work is needed to be done in this field of image forensics based on image data analysis 
and observation, as tools for image tampering or enhancement are already mature, but 
detection tools are still in infancy stage. As a future work the implemented software can 
extended by 

·  Adding the capability of detecting multiple copy-move tampering in a single image. 
This can be done by classifying shift indexes of the blocks calculated after 
lexicographic sorting and quantizing. 

·  Input parameters can be optimized by testing with a large database of images and 
observing more over the influence of these parameters on the performance of the 
algorithms 

·  By implementing more detection algorithms into the tool, a classifier based on ranking 
the predictions of the detection algorithms can be built to tell precisely the existence of 
tamper detection. 

Finally it can be concluded that, copy-move technique can be detected by the detection 
algorithm based on PCA method in most cases of image post processing with an average 
detection area of approximately � 80% and accuracy of � 98%. Similarly image-splicing 
technique can be detected when Gaussian noise (� =15) is used during tampering with an 
average detection area of � 50% and an accuracy of � 96%. 
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