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Abstract

A digital image is a data representing a two dinmraé scene. Digital images have surpassed
analog images in all fields of applications. In dg@& world of advanced computer
technology, tampering and synthesis of digital iesagan be easily performed by a novice
with a number of available sophisticated image gssig software’s like Adobe Photoshop,
Corel Draw etc... In the fields such as forensmwsgdical imaging, e-commerce, and industrial
photography, authenticity and integrity of digitmhages is essential. In medical field
physicians and researchers make diagnoses basedaging. This motivates the need for
detection tools that are transparent to tamperimd) @an tell whether an image has been
tampered just by inspecting the tampered image.

As a foundation for this thesis work, a study onaas existing image tampering techniques

and existing state-of-art tamper detection techesqunas been carried out. From the

knowledge gathered, tampering of images is perfdrmging standard image processing

software. Copying parts of an image and pastinthénsame image for covering unwanted

information or creating a fake image by splicingpter more images are most used techniques
in digital image manipulation. These are calledyeopve and image-splicing techniques

respectively.

Some of the proposed state-of-the-art image tardetaction techniques have been selected
for implementation as a plug-in for ImageJ, a difienimage processing software. For
detecting copy-move technique, matching algorithmased on direct image pixel blocks,
guantized discrete cosine transform coefficientgiakl blocks and principal components
analyzed pixel blocks have been implemented. Irerotd reduce computational complexity
and better matching of pixel blocks, two dimenslaraay sorting method “lexicographical
sort” and data search logics were implemented. débection of image-splicing technique,
noise variance estimator based on image statistimahents has been implemented and a
modification of the algorithm by initial usage ofaplace filter on the image has been
proposed for better detection of noise variations.

To evaluate the performance of detection algorithendatabase of 135 self tampered images
were created and passed for tamper detection WwiHaur selected detection algorithms to
collect 540 resultant output images. Statisticgidilgesis testing technique is selected as basis
for performance evaluation. 540 images collectedeweompared with their respective
reference images, average sensitivity and accwacg calculated, and the robustness curves
were plotted against the affects of JPEG compresgiality, additive Gaussian noise, and
Gaussian blur. From the plots of robustness itbhiseoved that, on an average, 80% of the
tampered region is detected with an accuracy of @8#n copy-move technique is used for
tampering images and 50% of the tampered regiondegtected with an accuracy of 96%
when image-splicing technique is used for tampeinmages.

Thus the objectives of this thesis work have bemeessfully accomplished by implementing
a tool for digital image tamper detection and bgleating its performance against various
factors.



1. Preface

Digital cameras unlike film cameras have been astbpery fast and are now mostly used
instead of film cameras due to there tremendouaradges. One of the many merits of digital
cameras and digital images is that the images tagyure do not deteriorate over time.
Making images with digital cameras is both inexpemnsand fast because there is no film
processing. With the advancement of the interrmetffepsionals of digital media now have an
inexpensive means to distribute their works toawgng audience.

A digital image is a representation of a two-dimenal image as a finite set of digital values,
called picture elements or pixels [1]. A digitalage is normally characterized with resolution
property. Resolution of an image relates to nundfguixels in a spatial measurement of a
physical image. The size of an image is expreseaeterims of pixel dimensions i.e. the
horizontal and vertical measurements of an imageessed in pixels. The resolution of a
digital camera can be calculated by multiplying wdth and height of the pixel dimensions.

Figure 1: From left shown, image represented with 28, and 24 bit

A digital image is stored in bits and can also baracterized in terms of bit depth. Bit depth
is the number of bits used to store one piXéle greater the bit depth of an image is, the
greater the number of tones or colors that carepeesented. A binary image is one that is
represented by a single bit with bit values ‘0’ idack and ‘1’ for white. A grayscale image is
composed of pixels represented by multiple bitsxtdfrmation, typically ranging from 2 to 8
bits or more and a color image is typically repreéed by a bit depth ranging from 8 to 24 or
higher. Figure 1 above shows an image representadw8, and 24 bits.

1.1. Motivation

Unlike conventional film photographs, however, thyiimages can be easily edited and
modified with the aid of today’s computer technglolylodification and synthesis of digital
images can be easily performed by a novice withlaa sophisticated image processing
software’s like Adobe Photoshop [32], Corel DrawG@mp [31] to name some. While this
has the significant advantage of enjoying the areatf digital works, it has the shortcoming
of being maliciously abused in cases where "pra®fequired such as in images of medical
reports or crime scenes. Since digital images abgested to illicit distribution, owners of
such data are cautious about making their worklavai without some method of identifying
ownership and copyright.

In the fields such as forensics, medical imagingp®merce, and industrial photography,
authenticity and integrity of digital images is iorfant. In medical field physicians and



researchers make diagnoses based on imaging wehargial as one is dealing with human
life. E-commerce has drastically increased in regears due to advancement of information
technology and the internet. As per the world im¢rstatistics, from 2000-2005 a growth of
160% has been reported [33]. This is currently aketaof approximately 50 million internet
users who have made an online retail purchase. ciiert will grow to nearly 100 million
internet users by 2008 and will be responsiblenfmarly 90% of all online retail sales by that
time.

Online marketing is mainly based on multimedia textbgy with images and video as basic
elements of product description. With the increa$esophisticated and advanced image
processing and manipulation software’s coming imarkets, even a novice has gained with
power to tamper images and counterfeit revisingage old saying “A picture is worth a
thousand words” to “A picture unworthy a thousana twords”.

“The introduction and rapid spread of digital mangtion to still and moving images raises
ethical issues of truth, deception, and digital gmantegrity”, [5]. “With professionals
challenging the ethical boundaries of truth, itates a potential loss of public trust in digital
media”, [5].

1.2.Digital watermarking

Digital watermarks are employed in an attempt tovjgle proof of ownership and identify
illicit copying and distribution of multimedia infomation. Digital watermarking describes
methods and technologies that allow hiding infororgtfor example a perceptually invisible
pattern (watermark) can be embedded into the inaageideally would stay in the image as
long as the image is recognizable (Figure 2). Aeotburpose of digital watermarks is to
enable detection of image tampering. The hidinggse has to be such that the modifications
of the pixel values have to be invisible. Furthereyahe watermark has to be robust or fragile
to resist to manipulations of the media, such asy\@ompression, scaling, and cropping, just
to enumerate some [4].

Wakermarking |
i

B233006(1=

Image embedded with invisiblge

Tamper detection Code matching (code: BR88M) Image tampered by editing
Figure 2: Digital Watermarking

Image authentication and tamper detection techsigb@sed on Digital Watermarking
technology exist and are being used by many imagamgpanies, but the major drawback of



this approach is that the code to be embedded bmishserted during the capture and
recording of the digital image. This can be onlysgble with specialized cameras i.e.
cameras need to be adapted for Digital WatermarKiigs method though mentioned as
imperceptible and robust, is only an assumptiod, there is no guarantee that the embedded
code cannot be read and rewritten in to the imdgg tampering or robust to all kinds of
basic image processing operations and compresstbnigjues.

This motivates the need for image tamper detediats that should not add additional
complexity to existing image capturing technologiesl should be capable of detecting image
tampering by inspecting only the tampered imagerekdity one is provided with only the
tampered image for inspection. Also the detectmwist should investigate images with out
user intervention and should not rely on numbeassumption parameter inputs.

1.3. State-of-the-Art

Various researchers are currently doing great vaorksuch kind of state-of-the-art clueless
and blind detection algorithms that are not basedDagital Watermarking technology.
Tamper detection algorithms based on statisticalyars of the image data, traces of re-
sampling, higher-order wavelet statistics are pseplan [6-11]. Some of the papers listed are
taken as foundation for this thesis work and tlgo@thms were tested by implementing. It
was found later that not all are applicable disettlreality and had to be further modified. In
this thesis work, specific selected detection algors for copy-move and image-splicing
techniques were implemented and evaluated as miobgheo algorithms proposed are
mathematically complex to understand or not wedlleated. Lot of search has been initially
done in this thesis work for gathering informatiom such algorithms or research works in
order to get up to date details on similar kindtahper detection algorithms to proceed
further and contribute to the field of image foriess Detection algorithms for specific kinds
of tampering like image-splicing have been repomegapers [6-11].

1.4.Objective

The main objective of this master thesis is to enpnt various image tamper detection
algorithms and realize a tool for digital imageefiosics. This could be subdivided into;

1. Extensive search and revision of existing statéhefart image tamper techniques and
detection techniques.

2. Implementing specific algorithms in Java and depwlg a tool as a plug-in for
ImageJ.

3. Performance evaluation of the implemented algorithusing statistical hypothesis
testing as basis by calculating sensitivity, accyi@nd plotting robustness curves.



2. Digital image tampering and detection

What is tampering of images in reality? How can dedine tampering of images? Why or
what could be the reason to counterfeit images?®his section, | would briefly define
tampering of digital images and proceed with soamdus examples and techniques of image
tampering.

Image tampering is defined as “adding or removingartant features from an image without
leaving any obvious traces of tampering”, [11].ténms of image processing, tampering can
be defined as changing original image information rbodifying pixel values to new
preferred values so that the changes are not palidei This means enhancing an image by
tampering the image in order to clearly expressinf@mation content of the image should
not be taken as tampering, but tampering to deltegr doctor digital images from their time
of capture with an intention to change its originaformation is called digital image
tampering. It is also called as image forgery.

Digital technology has become so much advanced ¢kah a novice of digital image
processing is able to create his own digital wogilability of technology gave power of
doing unimaginable creations in digital media, tha fact that is not much realized is loss of
copyright protection. Image tampering is done comuadly in this 2f' century as piece of
art making. There exist companies using this teldgyoto retouch images to their client’s
preferences.

Tampering is normally done to cover objects in mrage in order to either produce false
proof or to make the image more pleasant for agmear commonly known as photo retouch.
Due to the demand of public entertainment and tihistand competence, the prime use of
these tampering techniques is done in journals.

In the field of medicine, reports of patients aighlty confidential and are always supposed to
be authentic. Medical images are produced in mioisteocases as proof for unhealthiness and
claim of disease. Since medical images are dealititghuge amounts of money, people can
get lured to tamper images for claiming medicalmsce. Also medical results are generally
placed as proofs or alternatives for avoiding pmsnts in courts.

There exist various kinds of tampering techniqussduto counterfeit images. Categorization
of these tampering techniques to my knowledge eaembeen published so far. Searching
for technical solutions to detect image tamperimgearchers have recently started to find
new techniques of image tampering by categorizingmt in some way. They can be
categorized in terms of photography art for exampd@y-move, background removal,
retouch etc... They can be also categorized in ternise image processing operations used
in the tampering technique like resizing, splicingation etc...

In the following section, | try to categorize thesechniques according to the image
processing operations used and give examples ¢brlead of image tamper techniques. First
of all we start with some famous examples of faggerthat have been investigated and
reported in news and journals.



2.1.Image tampering examples

Fonda Speaks To Vietnam
Veterans At Anti-War Rall

A

iy

Wirlrarn Vil ot Wiy (L) ketamn 3 ey » g B o i e AP e

Figure 3: Left image is a splicing of centre and ght image [13]

The images in Figure 3 above show US Senator Jahrylkand film actress Jane Fonda as if
they talked together in an Anti-Vietnam gatherifrgreality this photo was a fake and was
formed by splicing images of Kerry and Fonda frameit performances at two different
places in 1971 and 1972.

S CRABLER

This wis the threaizning
sight that met fie crew of he
CRAMBIER, o 240+ supgly
bt in ke fune about 120
miles out in tha Gulf of
Mexico. Tied up to the
Discovery Deep Seas drillship,
crawmamben were freakd o
o speckicukr warspont not
feir frooem fheir location,

Figure 4: C-RAMBLER with a single tornado in the back (left), forged image with 3 tornados (right)

The picture left in Figure 4 above is purportedigpactacular photograph of a "triple tornado”
accompanying Hurricane Lilli, which made landfatl Louisiana in early October 2002.

However, the same photo appeared on page 6 ofath2(d01 issue of Anchor Lines news

letter. The original photograph was taken in thdf ®fi Mexico back in June 2001 by a

crewmember of the C-Rambler, a 240-foot supply .b8ameone manipulated the original
and turned it into a photograph of three waterspoatpicture that began circulating as an
amazing image of a triple tornado associated with storms of Hurricane Lili in October

2002 [13].

Another photograph that has been published in Gemeavspaper “Bild-Zeitung”, showing
German Minister Trittin as if he was involved in devating a violence movement [13]. The
image is actually a manipulation of image takenmfrone his television shows. Image
stretching and removal of specific objects has h@afiormed to show a rope as a rod and
other utility items as violence provocative instemts.



Figure 5: Fake photo (right) was made by image stretching gfhoto (right) and by erasing parts of objects
to look like weapons.

2.2.Image tampering and detection techniques

Image tampering is a digital art which needs urtdading of image properties and good
visual creativity. One tampers images for varicessons either to enjoy fun of digital works
creating incredible photos or to produce false evo®. No matter what ever the cause of act
might be, the forger should use a single or a coatlin series of image processing
operations. The various commonly used image tam@éeichniques are as follows.

a) Copy-move: This is the most common kind of imageparing technique used, where one
needs to cover a part of the image in order toadeémove information. Textured regions
are used as ideal parts for copy-move forgery. &Stextured areas have similar color,
dynamic range, noise variation properties to tliahe image, it will be unperceivable for
human eye investigating for incompatibilities inaige statistical properties.

Figure 6: Danger indication light copied and movedrom the left image to create right image

b) Image-splicing: It is defined as a paste-up produbg sticking together photographic
images. While the term photomontage was first dsedeferring to an art form or the act
of creating composite photograph can be traced tmatthe time of camera invention [12].
Figure7 depicts an example of image-splicing.

c) Resize: This operation performs a geometric transition which can be used to shrink or
enlarge the size of an image or part of an imagege reduction is performed by



interpolating between pixel values in local neigtitmmds. Image zooming is achieved by
interpolation. Scaling is used to change the vispearance of an image, to alter the
guantity of information stored in a scene represtgon for example to make an object look
bigger with respect to the background image objects

d) Cropping: It is a technique to cut-off borders afimage or reduces the canvas on which
an image is displayed. Generally this kind of operais used to remove border
information which is not very important for display

e) Noising or Blurring: Tampering images with operasodescribed above like image-
splicing, scaling, rotating can be clear to a viewethe form of artifacts like improper
edges, aliasing defects and tone variations. Thleg®us traces of tampering can be made
imperceptible by applying small amount of noisebtur operations in the portions where
the tampering defects are visible. Figure 7 belbawms the garage with out a tractor and
with a tractor added by splicing. By enlarging tiarders of the tractor, blur artifacts are
clearly apparent which indicates that the forges kiaed blur tool to cover the edge
variations due to tampering.

Figure 7: Photomontage example [36], right enlargegortion of the truck shows blur artifact

f) Apply luminance nonlinearities: In order to highitgparts of an image or to make a digital
image more photo realistic, luminance nonlineatéghnique is used. This is done by
varying contrast, brightness and windows levelmplging luminance filters like gradient
glow, radial glow, etc to the objects that are wisho be highlighted.

g) Resaving: After tampering an image, saving candredy the forger in two ways, either
by saving the image using a lossy or lossless cesspn algorithm. If the image is saved
with JPEG compression, it is possible that the enpixels are further tampered by the
guantization of DCT (Discrete cosine transform) flioents done during JPEG
compression, which is normally visible as blockfact in lossy compressed JPEG images.

h) Double JPEG compression: If a JPEG image is tardpand compressed again with JPEG
compression with a different quality factor, themsilikely to find periodic artifacts in the
histogram of the DCT coefficients of compressedgea

1) Graphic rendering: Computer based graphic rendesoftyvare are being used to tamper
natural images to make them look superficial.



Detection of image tampering deals with investaggaton tampered images for possible
correlations embedded due to tampering operati@isid image tamper detection is
relatively a new area of research. Currently mamygs around the world such as [6-11] are
working on detection of image tampering, but eadhmhique is specific to one kind of image
tampering. Much work is still needed to be donethis field to invent new detection
techniques for various tampering techniques anldegahem to build one detection tool. Each
image tampering embeds some kind of informatiortaafipering in to image either in the
form of variations in the local statistics of theage or some kind of periodic patterns. Some
of the known image tampering techniques and tangeeection techniques are tabulated
(Figure 8) below.

Image tamper technique Image operations/tools | Tamper detection techniques
used
copy, move, Exhaustive search, Block matching
copy-move paste, selection (using DCT or PCA),

Autocorrelation

copy, resize, move, |Bispectral analysis, Bicoherence
image-splicing paste, selection analysis, Noise variation estimatior,
Alpha variance estimation,
Higher order statistics

Re-sampling resize, crop, rotate, |Expectation and Maximization
scale, skew, stretch | (EM) algorithm

double JPEG compressionJPEG encoding JPEG artifact estimation (frequency

analysis)

graphic rendering special effect filters |Higher order wavelet statistics

digital editing (luminance,|digital paint brush, | EM algorithm, higher order statistic
noise nonlinearities) | pencil, digital filters

[72)

image enhancement | histogram operations| (blur estimation, noise estimation,

blind statistical estimators

digital filters geometry transform estimation)

Figure 8: Image tamper techniques and detection thniques

In this thesis work | have selected detection comye and image-splicing tamper techniques
for study and implementation as a tool for the oeaghat;

1.

2.

Copy-move and image-splicing are the most oftend usenpering techniques in

making image forgery

Blind tamper detection is a new field of reseaih.realize a tool, it is better to start
with a study on some of the existing detection mémles and determine if they can be
put in to practice.

Detection techniques for copy-move and image-sgii¢iave already been studied by
some researchers [6, 7, 10, and 11] and have bekneported.

It is known that copy-move technique can be detetig extensive search of local

regions in an image which needs to find searchridlgos that are suitable and fast
enough for image data.

It is known that two different images have totalifferent local statistics. If an image

is composed with image-splicing technique, localtistics can be used to detect
tampering.



3. Tamper detection algorithms

After a brief introduction about the various imaigenpering techniques and looking into
some existing tamper detection techniques, it iscats that there is need for further research
and development in this field of blind image tampgetection and formulate new kinds of
detection algorithms. This would ensure in futumt@ction of image authenticity and

credibility.

3.1. Detection algorithm for copy-move technique

Detecting copy-move in an image indulges extensearch of local pattern or region
matches. One preliminary idea that one gets tactletgy-move forgery is breaking an image
spatially in to blocks of sizen" n and comparing the blocks for matches. The blogk si
taken should be smaller than the minimum size stim&d tampering. If a part of image is
copied and pasted at a different position in tosdi@e image from which it has been derived,
it is likely that the forgery introduces correlat®obetween the segment copied and the pasted
one. This kind of correlation can be detected gmsive search for similar segments or pixel
blocks in the whole image.

Let the image to be investigated is Nf pixels with a width ofN, pixels and a height dfl,
pixels. Let the minimum copy-move size be gredtanta block ofn” n pixels. The image is
split into a number of blocks. This is done by stag the image at every pixel location with
an n” n block and extracting pixel values either columnrow wise into rows of a two
dimensional array as shown in Figure 9.

1-=fb---mmm === =1
block |—*

o wnH
v

Image

(N, - (N, - n)

Figure 9: Pixel block scan and array dimensions fothe matching algorithm

The index of each pixel block in the array indisathe position of the pixel starting from
where the block is extracted from the image. Fomaege with N pixels and a block size of
n" n pixels we get(N, - n)(N, - n) pixel blocks. These blocks are copied in to anyaofa

2
(N, - n)(N, - n) rows andn” columns.

Once the image data is gathered into the arrayhalfows are compared with all other rows
to find matches. If two rows are identical it i&dly to have two identical patterns in the



10

image. If the rows are directly searched startirgnf the first row for matches, it takes
(N, - n)(N, - n)[(N, - n)(N, - n)-1]/2 number of comparisons, which is time
consuming. One way of reducing the search durasgitny sorting the array in lexicographical
order and searching from top to bottom of the afoayonsecutive identical rows [11].

The runtime of the whole matching algorithm liestive searching of the similar blocks.
Lexicographical sorting method ensures least searamong the blocks and hence speeds up
the overall performance of the algorithm. Lexicginia means sorting of the elements as
words sorted in a dictionary. Sorting of a matrot wnly involves sorting the elements of
rows in descending order, but also sorting of réements in accordance with the columns of
the matrix. The flow chart (Figure 10) depicts kbgic behind lexicographical sorting of a 2D
(two dimensional) array elements.

Start

A 4

Assume an array of (N, - N)(N, - n) rows and n® columns

A 4

Sort elements of first column in ascending order
Initialise counter c=1

A 4

Sort all other m-c columns
in the order of ¢"column [

Sort ¢" column elements in ascending
order in accordance with order of
previous columns

Stop

Figure 10: Lexicographical sorting of a 2D array fow chart

Once the elements of the 2D array are sorted iitdgraphical order and analyzed, all the
rows of the array are compared for matches and $hét values are noted down in a separate

list. For example lefx, y,) and (X,,y,) be the actual positions in the image of the blocks
matched in search, then
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Shift value(sl, sz) = (X], yl) - (Xz, Y, )

(s,S,)is the positive difference between the positiontted pixels (x,,y,) and (X,,Y,)
Since the obtained matches and shift's depend @mdimber of copy-moves performed and
the size of the tampered region. More shifts wijna value indicate tampering rather than
random shift values. The resultant shift is useddplacing the tampered pixels indicated by
the index of the respective blocks in the 2D arvath a color value. All pixel values
indicated by indexes of the blocks with final shittlue are replaced with WHITE color
indicating tampering and the rest are replaced BitACK color, indicating no tampering.

Search for matches in the sorted data would gigtcimresults only if the images tampered
are not additionally processed with image procegssperations (blurring, noising, smudging,
etc.) after copy-move and are not saved with losssnpression formats loosing much
information. Further block based analysis is neededdditional image operations are
performed. In such cases some kind of analysigésled on the blocks collected. Two kinds
of analysis, one based on frequency domain by lziog “quantized discrete cosine
transform coefficients” of the pixel blocks, andetlother based on statistical method,
“principal components analysis” are proposed in [@drid [6]. In this thesis work both of the
technigues were implemented and their performanes tested. Copy-move detection
algorithm based on the kind of analysis performedhe collected data can be classified as

1. Direct matching (DM): Principle of direct matchimgethod is to perform local spatial
analysis on image pixel data. Pixel blocks acqufreth the image are matched directly
with out any further analysis on the pixel blockadas described in section 3.1.

2. Matching quantized DCT coefficients (DCT): Instaafdspatially analyzing local regions
of pixel data, analysis is performed in frequenoyndin by calculating quantized DCT
coefficients for the pixel blocks and searchednfi@atches among the blocks.

3. Matching PCA Eigen blocks (PCA): This method is dzthon statistical analysis of
acquired pixel blocks. Image pixel blocks are fpahcipal components analyzed and the
resulting Eigen blocks are searched for matches.

3.1.1.Discrete cosine transform (DCT) analysis

The two dimensional DCT for an imagg(x,y) of widthM pixels and heightN pixels is
defined as the sum of basis functions

M-1N-1 . .
C, = pq; f (X, y)cos’o(szrl)I cos’o(2y+1)J 31
x=0 y=0 2M 2N
i=0 ,j=0
WhereO£i £M - 1and0£ jEN- L p, = A = q. = S )=
% 0EiEM-1 1 4 0EJEN-1

The values ofCj are called discrete cosine transform coefficieritthe imagef (x,y ) DCT

coefficients calculated for each pixel block canrbgarded as weights applied to the basis
functions. Horizontal frequencies increase front fefright and vertical frequencies increase
from top to bottom in DCT coefficient matrix. Sinbeiman eye is more sensitive to lower
frequencies that correspond to the left upper regialues of coefficient matrix and less
sensitive to higher frequencies corresponding tweloright region values of coefficient
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matrix, higher frequency components can be weightitd a lower value. To compress the
resulting block data by loosing some less importafdrmation, the block coefficients are
divided by a corresponding quantization matrix eadund rounded to nearest integer.

JPEG (Joint Photographic Experts Group) compredsionat uses DCT for reducing data by
quantization based on frequencies. In JPEG conipresarying levels of image compression
and quality can be obtained through selection etsiz quantization matrices. The quality
levels of the image to be retained vary from 0 @10

In the DCT analysis and matching technique insteadmatching pixel block values,
quantized DCT coefficients are matched for theordhat it is easy to reduce the dimension
of data after DCT and quantized DCT coefficientsuga robust representation of image data
in finding identical patterns in an image. Afteethlocks are acquired in to the array, DCT is
performed on the elements in each row of the ar@uyantization of the obtained DCT
coefficients for each block pixels can be done wite quantization matrices defined for
JPEG compression. Higher quantization valuesawet JPEG quality factors produce higher
matches during block comparison and thus also fgiée identical pattern identifications.

3.1.2.Principal components analysis

Principal components analysis (PCA) is a matherabtechnique to identify patterns in large
sets of data like image data by transforming tha ¢ a new coordinate system. The origin
of the transformed coordinate system is the meath®foriginal data and the transformed
axes are always orthogonal to each other. Theftnaned variables in the new coordinates
are called principal components. The first printig@amponent is always the greatest variance
of the data set; second greatest variance is tt@ndeprincipal component and so on. This
kind of representation highlights the similariteasd differences in large data sets. One of the
main advantages of identifying patterns in high elision sets is to reduce the data by
choosing only the patterns that are most important.

Principal components analysis on the acquired pii@tks of data from the tampered image
represent the data such that identical patternsxai blocks can be highlighted and thus by
searching for matches in the new transformed da&eaan find parts forged by copy-move
technique. The initial multidimensional image blatkta is obtained by copying the rows of
the acquired image blocks of the ima§éx,y as)mentioned in the data acquisition in to the
columns of a matrixF i.e. each column in matri¥ represents each acquired image block
that is being investigated. To find the PCA of altmdimensional data, first each column of
matrix F is made zero mean by subtracting each elemeihieatdlumn with the mean of the
column. Covariance matri€ of this data is calculated @s= FF' . Covariance matrix gives
the similarity measure between the image blocks.

c-/,1]=0 32

Whereil [12,....,n]and | is the identity matrix. The Eigen valuds are the variances of

the corresponding block images and the Eigen vec®rdefine the new axes of the
transformed coordinate system which are obtainewh fihe relation. Variance of an image is
a first order statistical measure which gives tispelsion of the gray values in the probability
density function of an image.

(C-17,)e =0 33
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The Eigen vectors and Eigen values obtained aredsan the basis of Eigen values in
descending order of the values. Once the sorteénEiglues and vectors are obtained,
principal components or the Eigen block imageslaea given by the relation.

E=T:F 34

Where E represents matrix of Eigen block images. Trans&tiom matrixT is formed from
Eigen vectors by arranging Eigen vectors into roivisansformation matrix.

Principal components or Eigen image blocks thusegded are in the order of decreasing
variance. The covariance matrix of the transforrdath is a diagonal matrix of which the
elements are comprised of the Eigen values. Thesfoaned data points are linear
combinations of their original data values weighibycthe Eigen vectors. Each column of the
Eigen vector matrix represents the weights apgiethe pixels of the corresponding image
blocks to build each respective principal compon&he principal components thus obtained
can be further quantized.

The whole algorithm for copy-move tamper detecteoshown in the flow chart (Figure 11).

)

\ 4
Acquire image pixels

\ 4

Scann’ N mask and collect(N-n)(N,-n)
image blocs to 2D array

A 4

Analyse the array of pixel
blocks

|— Direct matching or no analysis

Quantised DCT coefficients

\ 4 Principal components analysis

Lexicographically sort the
2D array

A 4

Find matches in sorted and
analysed 2D array

A\ 4

Mark matched pixels with WHITE and
rest with BLACK

v
[ Stop ]

Figure 11: copy-move algorithm flow chart
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3.2.Autocorrelation (AC) method for copy-move

Another technique which is mostly used for patteznognition and for finding repetitive
features is autocorrelation. Copy-move detectiosetlaon autocorrelation function is
proposed in [10, 23]. Autocorrelation function isfided as correlation of a signal or part of
signal with itself. 2D correlation for an image wividth Ny pixels and heighN, pixels is
given as [28 pp. 530].

M F ) F(x+iy )

x=1 y=1 Nx Ny

A(, j) is the autocorrelation function,

f (x,y) is the image function{x, y rgpresenting location of the pixel,
I, ] are the pixel lags.

Al J) = 35

The idea behind using autocorrelation for copy-mowage tamper detection is that, the
resulting image after autocorrelation of an imagd a region taken from it will consist of
higher correlation values (average power or meaars) exactly in the position from where
the region is derived. Thus copy-move regions ghigher correlation values when
autocorrelated with the tampered image. Algoritheps in detecting copy-move technique
using autocorrelation are as follows

1. Extract a region from the image that is assumedzkta tampered region.

2. Split the image in to number of sub-regions of sigame as the extracted region for
every pixel location.

3. Perform autocorrelation with every sub-region & timage.

4. Find the sub-region that gave highest correlation.

5. Perform threshold operation in order to point ¢t tegions.

One of the main drawbacks of autocorrelation ig,tha is possible to generate visually
different stochastic regions with the same aut@tation function” [28 p530]. This means
that there is possibility of detecting two nonideat regions with autocorrelation technique.

3.3. Detection algorithm for image-splicing technique

Natural images taken with a standard camera aree@detol with either linear or non-linear
luminance correlations which are in most casedlipaaiform and similar. Noise distribution

in natural images is uniform and spatially sprelicbeer the image. Principally if noise is
estimated locally in spatial domain of an imagshibuld same. If a natural image is tampered
with linear or non-linear filters it is most likelpat the tampering would disturb the original
uniform statistics of natural image.

Most imaging devices introduce some form of lumoemnd geometric nonlinearities. If a
composite image is formed by splicing two imagethwiifferent image statistics, it is very

likely to introduce discontinuity or un-natural cellations at the point of splicing. If this

composite is made from images with different lumice or noise properties, the un-natural
correlations can be found out by studying horiziiywtand vertically the noise and luminance
characteristics of the image.

Detection techniques based on bispectral analysig@posed in papers [7] and based on
inspecting luminance nonlinearities and noise Viang are proposed in [10]. In this thesis
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work, image-splicing detection by inspecting imagese variations and based on the paper
[10] has been implemented and extended for bettdopnance.

3.3.1.Image noise and SNR

Images acquired through modern sensors may bernorated by a variety of noise sources.
Noise in image is referred as stochastic variationthe image signal. Noise in images is
produced by numerous factors, e.g. discrete nadfireadiation, thermal effects, sensor
sensitivity variations, transmission or quantizaterrors, and digital compression. “Detector
noise is one kind of noise which occurs in all captl images. This kind of noise is due to the
discrete nature of the radiation”, [14].

Noise added to data in digital cameras is typicatlependent of the data, and is additive in
nature. This kind of noise, by allowing some asstiomg, can often be described by an
additive model, where the captured image sidifaly , is) the sum of the true image

a(x, y) and the noise/(x,y ]14].
f(xy)=9g(xy) +W(x,y) 36

Where noisew(x,y )5 often considered as zero-mean and describetsbsaiiance 2. Let
592 ands? be the variance of the true image and the capiorade respectively.

3.3.2.SNR estimation using second and fourth order momeast

We start with modeling the system as given in @quad.6 with additive Gaussian noise and
assuming that shape of probability density funcfmmboth image and noise are known, both
the probability density functions are assumed tesy®metric and zero mean, and that the
signal and noise are independent. The locally ¢ated second and fourth order

momentsn; ,, m; , respectively of the tampered image for a block sizn" nare given as;

= [feoy) 37

mf 2
x=1 y=1

e 2

"ty 28

x=1 y=1

mf 4

The second and fourth order moments of the tamperagde are given as
m,=s5+s.=57 39

m;, =k,5;+6s’s: +k,s 310
Wheres?, s the variances anl, =m_,/m;,, k, =m, ,/m;, are kurtosis's of original
image and noise respectively. Kurtosis of an im&gehe shape factor of the image
probability density function. Kurtosis tells us thistribution tendency of the gray values to
spread towards the tail of the probability densityction. Rearranging equation 3.9 fsf
and

Se=m,-s; 311
Substituting equation 3.11 in 3.10 and solving gafd equation forss we get
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L, myo(k, - 32,/ kok,)+m?,(k; +k, - 6)
o ky +k, - 6

Where, in general(k - 3jerm is referred as fourth order cumulant or Gaudikeness. For
a Gaussian process this term is always zero [2BlceSour noise model is Gaussian
thereforek,, = 3 Finally SNR can be calculated as

2

S
SNR=— 313
S

w

S 312

3.3.3.Detecting noise variations in spliced images

If two images with different SNR are spliced togetlr super imposed, detection of forgery
can be done by just scanning the tampered imag®oiee variations. Several SNR estimation
technigues have been reported by various researft#18] and a search to identify the best
estimator has been studied and reported in [19].

Since noise is often described by its variance @adbe studied by computing higher order
image statistics, noise variation detection basedsecond and fourth order moments
proposed by Mr. Rolf Matzner and Ferdinand Englberge] has been selected for
implementation in this thesis work. Detection tdge based on second and fourth order
moments noise estimator described in the next sedblias been proposed in [10] for
estimating local variations of noise in an image. this thesis work the algorithm is
implemented as a detection tool for image-splidengpering technique.Detection algorithm
for image-splicing forgery technique based on noisgiation estimation is shown in

flowchart (Figure 12).

Acquire image pixels

v

Apply Laplace filter

v

Start scanning with 32" 32 pixel block

v

Calculate 2nd and &' order moments

v

Assume signal & noise probability density functions

v

Calculate Laplace filtered image noise variance

v

Mark pixels with WHITE if calculated SNR<0 else mak with BLACK

Figure 12: Noise variation detection algorithm flowchart
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4. Software implementation

4.1. Description of a image forgery tool

This section briefly discusses a basic model andydesructure of a Digital Image Forensic
Tool (DIFT) and the implementation of the tool intale Image forensic deals with the
investigation of forged images whose origin is galg unknown, thus image investigation
should be based on blind detection of tamperings Thithe major limitation for Digital
Watermarking technology where one assumes to haslaeaabout the type of information
embedded into the image or the source of its génara

| define a forensic tool as one that investigateages with unknown sources and tampering
techniques. A forensic tool should be sensitivenioute tampering with very few or no user
interactivity and false detections. Block diagrafmnoage tamper detection process is shown
in Figure 13

Parameter
inputs
True?
Digital tamper analysis
Tamper |::> 9 p y |::> l . - Result
Image Classification Image
False?

Figure 13: Image tamper detection process flow

In general a tamper detection tool is provided wimpered image and some initial
parameters depending up on the algorithm that ibetaused. The tamper detection tool
analyses on the pixel information and gives resulterms of true detection (presence of
tampering) and false detection (no presence of ¢aimg). Finally the result is output image
with tampered image pixels encoded with a colorthedest of the image pixels with another
color value. In following implementations “WHITE” ishosen for encoding tampered pixel
and “BLACK” is considered for encoding non-tampepexels.

DIFT

Plug-ins

Tamper detection
algorithms

ImageJ

Java virtual machine (JVM)

Figure 14: Software architecture

All the implementations in this thesis work are dam Java and as plug-ins for ImageJ for the
reasons that
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ImageJ is scientific image processing softwaretamitompletely in Java.
Java is platform independent.

It's easy to implement plug-ins for ImageJ in Jagamost of the image processing
operations exits already in ImageJ as plug-ins.

The software architecture of DIFT is shown in Figlide ImageJ works on the Java virtual
machine installed on an operating system. DIFT ah siis as a plug-in for the ImageJ and is
dependant of the ImageJ core application programnmrerface and on the tampering
detection algorithms implemented.

4.2.ImageJ and its open architecture

ImageJ (Figure 15) is a public domain Java imagegssing program inspired by NIH Image
(NIH:National Institutes of Health) [22]. It cangflilay, edit, analyze, process, save and print
8-bit, 16-bit and 32-bit images. It can read mamgage formats including TIFF, GIF, JPEG,
BMP, DICOM, FITS and "raw". It supports "stacks"series of images that share a single
window. It is multithreaded, so time-consuming @ens such as image file reading can be
performed in parallel with other operations [21].

ge) =101 %
File Edit Image Process Analyze Plugine:  Window  Help

Bolz|o~z A+ N A |ael]l | ] ] ] ]

Yersion 1.32] (295 commands, 0 macros)

Figure 15: ImageJ, a Java image processing program

“ImageJ was designed with an open architecture hatides extensibility using Java plug-
ins and macros. Custom acquisition, analysis andgssing plugins can be developed using
ImageJ's built in editor and Java compiler”, [2@]. Bince most of the basic image processing
and handling operations exist in Java, one canldevadvanced, application specific and
platform independent image processing plug-ins oftware using Imaged application
programming interface and plug-in interfaces.

ImageJ has its own description of image data amdliray of data through Java classes built
in its core application programming interfatmagePluss a base Java class which represents
an image in ImageJmagePlusholds the file, dimensions and pixel informatidnaa image
with the constants defined in it. Different imagpés like 8bit, 16bit etc. are represented with
different variables and constants definednmagePlusImageProcessois a processor object
consisting of the image pixel data as an ariayageProcessoiis instantiated from the
ImagePlusobject using the methokinagePlus.getimageProcessoripnageProcessors the
one which does the actual operations on the imagel plata. Various general image
scientific image processing image operations afiaeld in thelmageProcessoclass and can
be directly on the image data.

4.3.DIFT and FAAT

In the software implementation, detection and mestiools are implemented as separate
ImageJ plug-ins and are named as Digital Image rsareTool (DIFT) and Forensic
Algorithm Analysis Tool (FAAT). DIFT consists of tharhper detection algorithms copy-
move by block matching, copy-move by autocorretatmd noise variation detection. In this
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thesis work only copy-move tamper detection by bklanatching and image-splicing

detection by noise

variation described in sectioh Bave been implemented where as

autocorrelation algorithm implemented by Mr. Markdasselblatt for ImageJ [23], has been
selected for testing, and proposed for usage asrandic tool. FAAT consists of

implementations for testing performance of DIFT ailfpons. Both are packaged in to java
archive (jar) files for the ease of installation.€8k plug-in’s can be installed just by copying

the jar files “DIFT_”

and “FAAT _"in to the ImageJ puns folder and restarting the ImageJ,

so that they are automatically installed as memaroands in ImageJ plug-ins menu by the

ImageJ jar installer.

The detailed class diagrath@DIFT tool is depicted in Figure 16.
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~gl0intAn =41 + applyLaplaceFilteraplace [ int, ip : ImagePracessaor) ©vaid
-Mcint ~od - signalToMaoiseRatiofip - ImageProcessor, np : ImageProcessor) [ vaid
- ¢ doublefl + getBlockipi: bytell, x cint, v int) : float]
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Figure 16: DIFT class diagram

Global parameters used in the package are as fallow

a:

a

guantBins:
offsetThreshold:

AXOZTS

q90:
glo:

with of the image being investigated in psxel
height of the image being investigated irefsx
pixel block size that is considered duringadatquisition
covariance matrix
image kurtosis value
noise kurtosis value
guantization factor that is to be usedng PCA analysis
Threshold value to be used for selgthe shift value of block
matches
JPEG guantization matrix for an image qualft90
JPEG quantization matrix for an image qualft§0
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Since runtime is 1 to 2 minutes for such kind ohge data search logic depending on the
operating system configuration and, also as theritgns are based on the pixel intensity and
not on the tonal values, the software is written8bit grayscale images. The software can be
easily extended for color images with RGB chanaelslyzed separately.

4.3.1.Copy-move detection by block matching

The three copy-move detection algorithms direct mage (DM), discrete cosine transform
(DCT) and principal components analysis (section & implemented in to DIFT plug-in as
the menu command “Copy-Move by pixel block matchiag shown in Figure 17.

File: Edit Image FProcess AnalzZe EEINIGER Window  Help
[E]_C)|E|Q?|H|’?|”K|i|-¢-|ﬁ\| Macros g J
Text too| Shortcuts 4
Litilities 4
Ple.. Stro+Umschalt+ i
Edit...

Compile and Run...

b

FAAT Copy-Move by qutocorrelation

Moise variation detection

Figure 17: DIFT plugin

By selecting the “copy-move by block matching comuliaa dialog box is displayed for the
selection of the method that is to be used. “Methagtions contain “Direct” (DM), “DCT”
and “PCA” selections. Selecting “Direct” (DM) meth@nd selecting “OK” starts the DM
block matching algorithm by displaying another dgabox for user inputs as shown below in
the Figure 18.

i Direck Inputs ..5.]

: i M E
Methiod: |PCA vl D Methiod: |Direct v] D Threshold |3EI

ok |

Figure 18: Dialog box sequence for direct block mah algorithm selection

] | Cancell

Where “NXN” in the Figure 18 is the minimum block mask size that is to be used for the
operations on the image. Initially various testgenbeen carried on to check the best possible
block size that can be used with out many falsedlieins. The minimum block size that
could be used i8" @ixels. A block size less tha®” f@xels gives more false detections.
This limits the algorithm usage on the forgeriest isaof minimum size8” 8pixels or
greater.

“Threshold” input parameter value is related to #meallest shift in pixels that is to be
considered between the copy-move regions. Singelseasults give many matches which do
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not belong to the actual tampered region, one Waelecting true matches is by classifying

the matches by their shift values as explaineckatien 3.1. The “Threshold” input parameter

is considered by the algorithm to find all matchest correspond to a shift value greater than
the input threshold. With a block size 8f , the “Threshold” input value that could be

given is 8 or greater. In the implemented algorghshifts with highest occurrence greater
than the threshold input from the user is notedeisction of tampering and this is regarded
as resultant shift value.

Additional parameters are possible according toaha&ysis done on the image block data,
but block size and threshold parameters are comfimoall the three algorithms DM, DCT
and PCA matching.Once the parameters are initthlemed the algorithm is initiated, the
program starts in th®IFT_Runnerclass where two objects are instantiated of tlasses
ImagePlusandImageProcessoobjects that hold the given image data and pasee the
respective method algorithm. Image data is acquited one dimensional array from the
passedimageProcessombject using the commankinageProcessor.getPixels(YThis is a
common step for all the detection algorithms wheereémage data is needed from the
ImageProcessoobject.

Once the one dimensional array of image pixelsgatefrom thelmageProcessoobject, a
block of n” n pixels, as per the user input, is scanned int®aa&ay (mentioned in the
section 3.1). The collected block of pixels are tkeanned for matches by searching each
row with all other rows of the matrix. Instead thbole array can be lexicographically sorted
and searched for two consecutive rows that aretig@nThis can be done in MNIgdMN)
steps for an array of M rows and N columns [11]. Tmethods of lexicographical sorting are
implemented in to the program namedl@scographicSort() with and with out recursive
quick sortinggsort() Recursive quick sorting is relatively faster thasrmal sorting going
through all elements of an array. Finally from fdumatches, detected region pixels are
marked with WHITE color and rest of the image regiomith BLACK color with the
implemented methosetBlockPixels()

Selecting “DCT” method in the options of the “CopyeMe by block matching” initiate’s
copy-move detection algorithm using quantized DCe&focients. In the software, the whole
DCT calculation is implemented in a separate claiedDCT.javg which is instantiated in
the CopyMoveclass. The algorithm is implemented for a blodesf 8x8 orl6” 16as the
quantization matrix is compatible with these twotmxasizes. This limits the algorithm to
perform detections only with the mentioned sizes.

Quantized DCT coefficients are calculated for eattk in the array of image blocks.
Quality matrix with quality levels of 10, 50, an® 9vere tested during implementation. A
quality factor of 10 looses more information angdegi many tampering detections and also
false detections when compared to the quality fe@®o Quality 90 was selected as default for
implementation as it gave good matches for botllbtizes of8” 8and16” 16 The inputs
for DCT copy-move detection algorithm are similartt@at of DM method as discussed
earlier. It is recommended to input a block size1 if the tampering is supposed to be
larger than16” 16as smaller blocks of quantized DCT coefficientsdoice many false
detections compared to large blocks of quantized b@efficients [11]. In the case &6 16
block size, the quantization matrix can be caleddtom the8” 8quantization matrix with
additional modifications as proposed in [11].

Principal components analysis additionally perfadnoe the 2D array data is implemented as
a methoddoPCA()in the clas€opyMove An open source application programming interface
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(API) bij.jar, which is specifically implemented for biomedigalaging in Java (BIJ), is used
in the PCA implementation. Two clasdéklmatrix for various basic matrix calculations and
BlJstatsfor statistical calculations are used in the P@#lementation.

= PCA Inputs @

AR |8
Threshald |3EI
Gluantization |E

0] 4 | Cancel|

Figure 19: PCA algorithm input parameters

The input parameters (Figure 19) for the PCA basattimmg algorithm are the block size
“NXN” used for acquiring block data, “Threshold’ahgives the minimum shift that is to be
considered between the copy-move regions, and @eritization” factor value used for
guantizing the principal components. A high vald€@uantization” factor value is used if
more matches are desired, which also increases fataper detections. A value of 50 is
observed to be the optimal value that gave repibtiucesults during tests done to find a
range of optimal “Quantization” factor values tibatld be given as input to the algorithm.

Image block data acquired to a 2D array is putoircalumns of a matrix variable called
vectorizedBlocksusing the methodgetAllBlocks() Image data is made zero mean by
calculating the average mean of the blocks andractiig from all the elements of the
matrix. To find the PCA of a multi dimensional imagata, covariance matrix is calculated
first (section 3.1.2). Covariance matrix gives thienilarity measure between the image
blocks. Covariance matrig is got from the matrix consisting of image bloaksolumns by
calling the metho®lJstats.covariance(float[][], true)

BlJ API's BlJJacobiclass is used to get the Eigen values and Eigerorgeétom the
covariance matrixBlJJacobiclass is an implementation of jacobi functionsadra java class.
By instantiting BlJJacobiclass and calling the methd#lJJacobi.compute(fomputes the
Eigen values and Eigen vectors in variableBlJJacobi.eigenvalues and
BlJJacobi.eigenvectors

The obtained Eigen vectors and Eigen values are soriethe basis of Eigen values in
descending order of the Eigen values calling thehoweBlJJacobi.sort() Once the sorted
Eigen values and vectors are obtained, Eigen bloeg@® are calculated by multiplying the
matrix with the Eigen vectors and transposing ttsellteof multiplication. The final result of
the PCA computation is stored in a variable caflggtnimagesf thedoPCA()method which
is then lexicographically sorted and searched fatches to find tamper detection.

4.3.2.Image-splicing detection by detecting noise variatns

Noise variation algorithm as discussed in sectid33is implemented in the class named
NoiseDetection.javan the package stat. Estimation of image signaldise ratio is initially

implemented as proposed by thg\¥} estimator [15]. The algorithm assumes that theitdens
function of signal and added noise are symmetrit z@ro mean. In reality images are not
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zero mean and symmetric, but can be made zero byeanbtracting the mean of the image
from the image pixel values.

For testing purpose, an image locally added withusSen noise was used. Initial

observations showed that there were drastic vanatin the noise levels in and around the
location where the noise was added. Similar testewlone with different kinds of images,

low frequency, high frequency and textured imagdter rigorous observations it was sure
that the variations were not very significant fayisg whether the local part has been
tampered or not, as local parts with high frequetecgture also showed the similar noise
variation results.

Texture with high frequency limit the estimator istthguishing the noise variations between
added noise and image texture. The next thoughtinigroving the algorithm was to
differentiate image texture parts from the parially added with Gaussian noise. Texture
can be considered as a basic local pattern thag¢risdically or quasi-periodically repeated
over some area of the image. The idea behind theoirement of the algorithm is to enhance
the noise and then estimate the noise variatiomal Foise variation results are not true
values, but are significant and sensitive enouglddtect tampered regions. Some edge
enhancement filters were applied on the test intageee how sensitive the filter is for
additive noise. Figure 20 shows an image of a faouse with additionally applied with
Gaussian noise. Figure 20(b) is the high passditénage of the original image in frequency
domain by computing FFT (Fast Fourier Transform).

The Laplacian is a 2-D isotropic measure of the Suatial derivative of an image. Laplacian
of an image highlights regions of rapid intensibange and is therefore often used for edge
detection [22]. Because Laplace filters performoselcderivative measurements, they are
highly sensitive to noise. Moreover sum of all toefficients of a Laplace filter is ‘0'.

The Laplace operator with two variables is defingd a

2 f N i

:NZf :ﬂZXZ ﬂzyz

The discrete form can be defined as
=N?f = f(x+1y)+ f(x- Ly)+ f(x, y+D+ f(x,y-1- 4f(xy)

The Laplacian is sensitive not only to edges bui &dssingle pixels having a different value
compared to the near-lying pixels. This is a reglithe fact that the filter is isotropic. Figure-
20 (a) shows a test image with locally added Gaunssoise (standard deviation (SD) = 25),
(b) result of the high pass filtering of test imameremoving low frequencies in frequency
domain and (c) the result of Laplace filtering.idt observed that Laplace filter is more
sensitive to the noise than any other filters testith. Additive noise indicated by white

rectangle in Figure 20(c).
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Figure 20: (a) Farmhouse (test image); (b) Fast Foier Transform (FFT) of test image (right) with
filtered low frequencies and its inverse FFT (left)(c) Laplace filtered image and Laplace filter kenel.

Initiation of the noise variation detection algbnit is done by giving the respective input
parameters in the dialog box (Figure 21). As mewtibin the assumptions of the algorithm,
the shape of the signal and noise are given ingesimsignal and noise kurtosis. For a
Gaussian noise kurtosis is always ‘3’, describedséwtion 3.2.3. The signal kurtosis is
currently assumed and is by default ‘1. Signalt&sis can be calculated from a region of the
tampered image which can be taken as authentiorothE complete image if the size of
tampered region is considered to be small comparéte image size. The block size used for
SNR calculations should be considered a minimune ©f 32" 32 pixels. A reliable
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estimation is only possible with this minimum siZéis limits the algorithm for detecting
image-splicing that is less than a minimum siz&2f 32.

Signal kurtosis

Signal kurtosis

i1
klaoise Kurosis iE
132

Foise kudosis

D Block size

Laplace Filter

Block size

Laplace Filter

Kernel2

ok | cancel | el

Figure 21: Noise variation detection input parametes dialog box

Three variants of Laplace filter have been seletbedise in the noise variation detection
algorithm as give below.

1]-2]1 2 [-4] 2 2 [ 3] 2

2| 4 2 4|1 8] -4 3| 4] 3

11-2] 2 2 | 4] 2 2 | 3] 2
K1 K2 K3

As seen from the filter coefficients K1 has thestedifference order and is suitable for images
with high texture or variations. K2 and K3 relativgoerform well when the images are
homogeneous and the added noise is of low stamasidtion.

Convolution operation is done by calling tineageProcessor.convolve(int [fhethod on the
respective image processor of an image, where npet iparameter to the function is the
kernel values as an integer array. The Laplacerdidteamage is searched for the noise
variations by calling three methods that are im@eted in theNoiseDetection.javalass.
getBlock()method acquires the block data of specified sz fBom a specified location,
calculateMoments(Jnethod calculates moment 2 and moment 4 of thekbitata and the
SNR is finally calculated in the methodiseVariance()The obtained SNR values for all the
blocks are subtracted sequentially and their reésfemnage blocks are marked with WHITE
color if the difference is less than ‘0’ else matkeith BLACK color.

4.3.3.Copy-Move detection by Autocorrelation (AC)

Autocorrelation is another efficient technique ugadpattern recognition. A plug-in based on

autocorrelation and written by Mr. Markus Hassdiblas been embedded in to DIFT and
proposed for usage to detect tampering by copy-nesienique in the study. The plug-in is

basically written for interpretation of the repe#t structures in micrograph images. It

employs a linear correlation procedure to idendifgas within an image that are similar to a
pre-selected sub region of the image. Areas foanthis way are then incrementally rotated
360deg while the linear correlation between thatemt area and the initially selected region is
calculated [23].
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Usage of this plug-in is shown in the Figure 220belThis plug-in initially requires selection
of a sub region that is assumed to be repeatdtimtage. This implies the user should guess
regions that are supposed to be repeated. Thisiasnfbur initial statement “no user
interaction” in the requirements of an image forensol. Shown below are a moon surface
image with a selected sub region, output imager @fteéocorrelation and the output image
after thresholding with detection indicated by whdots. Detection using this plug-in also
does not provide us the approximate size of tamgeiout only the location where it is
tampered.

. Original Bit
206256 pixel

"~ tutocorrlation NRTETEY

225%2249 pixels; 8-hit;, 50K

Figure 22: From left moon surface image, middle aéir autocorrelation, threshold image

One major advantage of this method is that it @eate according to the sub region selection
and is also capable of finding cloned parts thatratated by an angle in the image. Rotated
cloned parts are detected by rotating the selesiddregion each step and auto-correlating
with the image. This needs high processing speedak®s long time for large images. As
mentioned previously, the only drawback of this moet is sub region selection. This plug-in
will result in accurate results if used in combioatwith other detection algorithms.

4.4. Tampering detection by inspecting image EXIF data

EXIF stands for Exchangeable Image File Format. k istandard for storing interchange
information in image files, especially those usiWgEG compression. The Exchangeable
Image File (EXIF) format is an international spezafion that lets imaging companies encode
metadata information into the headers or applicategments of a JPEG file. Most digital
cameras now use the EXIF format. The format is cdedabe encourage interoperability
between imaging devices. Camera settings and scfammation are recorded by the camera
into the image file. Information like date, timepage size, resolution, software etc... stored
in to the file [24].

Since this information is stored during the timecapture, one can deduce lot of important
information by going through the data that is ukdédw digital forensics. For example in
Figure 23 left shown EXIF data of original imagadegrom ImageJ using EXIF reader plug-
in. Original dimensions of an image, resolutionpelyof compression and software used
during captured can be known from the data.
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Recommended Exif Interape
1.00

8 bits

480 pixels
540 pixels

Thumbnail Offset
Thumhbnail Length
Thumbnail Data
Interoperahility Index
Interoperahility Version
Data Precision

Image Height

Image Wiidth

il

847 ytes

3887 hytes

[3987 bytes afthumbnail dat:
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Figure 23: EXIF reader showing original and tamperel image information

Through careful inspection of the EXIF data for imi@tion pertaining to the software used
for image processing and the size of image, it bantold whether an image has been
tampered or not. Figure 23 shows EXIF data for pagileft) and tampered image (right).
Right image is rescaled down by a factor of 2.5hweéspect to the original image. From the
EXIF data it is observed that the information hasbe®n correctly updated by the software.

There exists lots of image processing software ¢hatextract EXIF data easily and it is also
possible to modify the data. Professional softwiée Adobe Photoshop [32], GIMP [31],
IrfanView [34] gives the facility to see this datathe application. If an image is tampered by
professional software, most of the software do uymdate the EXIF data pertaining to the
operation performed and also embed the applicataome in the software title of the EXIF
data. Though such information is not fully useful goove, but can be used for initial
investigations. Summary of the useful informatibattcan be deduced from image EXIF data
using EXIF reader plug-in are

EXIF width, EXIF height: original dimensions

Image width, Image height: current dimensions

Resolution: resolution used during capture

Software: software used during capture or for tainge

JPEG comment: embedded by most of the professimage processing software

PoooTw
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5. Evaluation

Testing of the tamper detection algorithms is dome @atabase of images. Almost all of the
images for testing are collected from web sited #ra allowed for image processing and
publishing. The main objective of performance eviaumis to know how efficient the
detection algorithm in detecting tampering is. T main characteristics studied in the
testing are sensitivity and accuracy. Sensitivéistus how good the algorithm is in picking
out tampered regions. Accuracy gives the overaflopmance i.e. how good the algorithm is
in collecting the tampered regions with minimalstaldetections. Since most copy-move
tampered images are post processed by several io@gations, it is good to know the
robustness of the algorithm against various unexpemage operations.

5.1.Evaluation procedure

The type of problem obtained from result after débecis a two class problem. Detection is
indicated by WHITE pixels and no-detection is indschby BLACK pixels. The result from
this output image is denoted by the count of thé&evéind black pixels. Each test image has
its own reference image which indicates the truapered and non-tampered areas. Pixel
counts between the reference image and the deteatitput image are compared to get the
final possible outcomes for a two class problem.

FN
Predicted Class P
Yes Mo
o FP
m Yes TP FMN
T
=
+ No FP TN TN
o

Figure 24: Confusion matrix (left), possible outcoras of a prediction (right)
True positives TP), true negativesT(N), false positivesHP), and false negative$l), are
the four different possible outcomes of a singledmtion for a two-class case with classes
WHITE (detection) and BLACK (no-detection).
True positivesTP): Indicates tamper detection prediction that megchctual class.
True negativesI(N): Indicates no tampering detection prediction thatches actual class.

False positivesHP): Indicates tamper detection prediction that dogsmatch actual class.

False negatived=(\): Indicates no tampering detection prediction ttha&s not match actual
class.
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True positives and true negatives are obviouslyeobrlassifications of a two class case [29,
30].The possible outcomes of a two class problembeamdicated by a confusion matrix as
shown in Figure 24.

In Figure 24 (right) shown are all the outcomes i@ possible in a resulting prediction
image. The reference image or actual class tampectd® prediction C*) is indicated by a

blue circle in the Figure 24 and no-detection prgain (C) is the rest of the image other
than the blue circle. After testing an image fanpering one gets an output image with a
black background and tampering indicated by whitelp similar to that of the reference
image, if the detection is 100% accurate. If thsresome false detection then one gets a
resulting image something like shown in Figure 2thwall possible outcome predictions of a
two class case.

From the predictions one can calculate sensitaitgt Accuracy [30] as

-, . +
SenS|t|V|ty:T—F: Accuracy= TF:J
C Cc +C

Where,C"and C are the actual tampered and unchanged pixel coespectively given by
the reference image.

i Digital Forensic Algorithm Analysis T
Cpen File

Select Algorithm ko be Analysed

= Copy Move (&C,DCT,PCA)

" Skatistical (Moise Yariance)

Enter Suspicious Regions

Mumber I Feature | % | ki I Width Height

Select | Remove |

Select Type {+ Paink {~ Rectangle Add

Analysis

Analyse Close |

Figure 25: Forensic Algorithm Analysis Tool

The testing tool implemented is named as Forensgo®hm Analysis Tool (FAAT). The

tool consists of a user interface created for theeeof testing programmed using Java light
weight swing components and is shown in the Figbeabove. Reference image test is
opened first which should be in the same directongre the prediction output images are
collected. The type of algorithm to be tested ieceld by clicking one of the option buttons.
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If the testing has a predefined reference imagm) testing of the algorithm can be initiated
directly by clicking the “Analyse” button. Once tHénalyse” button is clicked, the tool
opens all the required images for comparison anohtsoall the predictions displaying in a
result window. If one is not provided with a refece image, testing can be done by selecting
doubtful regions from the tampered image with tBeléct” button or by entering manually
by clicking “Add” button. Since the parameters andthod of testing is different, a detailed
explanation is given in the following sections dfieto the algorithm tested.

5.2.Testing copy-move detection algorithm

Test images are first generated from a collectionlbfimages which are ensured to be
original, compressed with 100% quality and witharty kind of initial processing or
tampering. These images are tampered to get 11 tathgemages using GNU image
manipulation program (GIMP) [31]. In reality, copyeve tampering technique not only
involves copying regions from an image and pasiting different location of the image, but
is also post processed with additional image omerst In order to be close to the reality,
tampered test images are also post processed iffethedt operations in order to study the
robustness of the algorithm. The three common poagée processing operations and their
variations selected are;

Gaussian noiseMost tampered images are post processed with Gauasise or Gaussian
blur in the vicinity of the tampering done to couwgp the obvious traces of tampering.
Gaussian noise with standard deviation $, 10 and 15 is used for post processing and
testing.

Gaussian blur: Gaussian blur with a kernel radius of 1, 2 ande3used for post processing
of tampered images. The radius is used to specéyettient of the effect. Increasing the
radius will increase the actual blurring effect.

JPEG quality factor: Since JPEG has become a standard compression schentech

images are saved. JPEG quality factor defines tladitguby which an image is saved.
Common quality factors uses by most image procgssoftware’s are 100, 75 and 50.
Tampered images are saved using JPEG compressictirgeguality factors 100, 75 and 50.

Tampered set of 11 images are further post processed the operations above and

parameters to generate a set of totally 11x3x3teSBimages. Apart from this set of testing
images 3 tampered images from an unknown sourceed@igbnce are also used for real world
performance testing of the algorithm. Figures 28 a6 show all the different original and

tampered images used for testing. Dotted linesatdicloned parts.

(a) (b)
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(h)

0

Figure 26(a-i): Shown some of the different testingmages in their original form with out tampering on
left side and its tampered image right side. Clonegarts indicated by dotted lines.

(@)

(b)

Figure 27: (a) cut out parts of a tampered image ofin unknown source and technique, (b) image of
diatoms with copy-move tampering.
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Images created are checked for the tamper deteasimy the four detection methods DM,
DCT, PCA and AC mentioned in section 3.1, 3.2 byrmgvwhem as inputs to DIFT. During
detection, input parameters are always maintairetstant in order to compare results of
different methods. 99 test images are checkedafopering with four methods giving a total
of 396 output images. These 396 images are givempass to the FAAT, compared with the
actual (reference image) and the prediction coohtee two class problem are displayed in a
result window for copying or saving as a text fileBnce number of collected result images is
large, result images for tamper detection of “AlBnimage (Figure 26 (a)) are shown in the
Figures 28-31 as examples of output images.

Figure 28: Reference image (top), bottom left to ght shown output images of the detection methods AC
DM, DCT and PCA respectively of “Aerial” image (Figure 26 (a)) with out post processing.

Initial observations showed that DM method is ableletect most of the tampered region as
in Figure 28. Autocorrelation is able to detectyothie location of the tampering indicated by

white dots, but not the size of the tampering. DG3thrad is not as efficient as PCA to detect

the whole size of the tampering, but comparatively less false detections. The output image
of the autocorrelation is segmented with a threskalue after autocorrelation. The threshold

value is selected using the ImageJ threshold adjust

Figure 29: Left to right shown output images of thedetection methods AC, DM, DCT and PCA
respectively of “Aerial” image post processed wittGaussian noise (=5).
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When noise is added, only DM method and PCA metlaoelsble to estimate the true tamper
detection. It can be inferred that PCA method st to the additive Gaussian noise.

Figure 30: Left to right shown output images of thedetection methods AC, DM, DCT and PCA
respectively of “Aerial” image post processed wittGaussian blur of kernel radius “1”.

Gaussian blur improved the output result when coathéo the detection results (Figure 30)
of “Aerial” image without post processing. DCT an@A° estimated better cloned sizes with
less false detections. DM method gave false detestafter processing with Gaussian blur.
No change can be observed in the autocorrelatitectien images.

Figure 31: Left to right shown output images of thedetection methods AC, DM, DCT and PCA
respectively of “Aerial” image saved in lossy JPEGormat with a quality factor 75.

It is obvious that the results shown above aretietsame if the tampered images are post
processed i.e. the results are not reproducibieafes are post processed. The effect of lossy
JPEG compression is not much for DCT and PCA deteatiethods, but has strong effect on
DM method. Lossy JPEG compression quantizes the B@Efficients with a quantization
matrix. Since the quantisation process is not linpxel values are modified and are never
reproducible. With respect to only one method it ba seen from the above Figures 28-31
that only detection based on PCA has nearly sinndaults and produced good results even
when the tampered images are post processed.

The output images from the DIFT are given as inpots FAAT. FAAT compares the
resultant output images with the reference imageneg@ during testing, counts TP, FP, TN
and FN as discussed in section 5.1 and reporteetudts in a text window that can be saved
to disk. The results can be opened in Microsoft Excefjram with tab separator selection.
Average sensitivity and accuracy calculations fibrttee testing images with the formulas
mentioned in testing procedure are given in théetéiigure 32).
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Figure 32: Average sensitivity and accuracy results
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JPEG compression robustness
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Figure 33: Sensitivity (top) and Accuracy (below) fots for all detection methods against the JPEG
compression quality factor.

Robustness plots shown above for the four detedgohniques show that, sensitivity and
accuracy decreases as the JPEG compression quatitgades. PCA detection method is
comparatively highly robust against JPEG compressorality with a sensitivity
approximately 80% and accuracy 98%
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Gaussian noise robustness
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Figure 34: Sensitivity (top) and accuracy (below) lpts for all detection methods against additive Gassian
noise.

Addition of Gaussian noise strongly decreases #eitygiand accuracy of the detection
techniques. Plots in Figure 34 show that detectemmniques DM, DCT, and AC are not
robust to additive Gaussian noise showing very ¢towmo sensitivity. PCA detection method
has relatively good sensitivity60% and accuracy from the plot abov87.5%.

It is interesting to observe from the plots of retmess against Gaussian blur (Figure 35) that
DM method is most robust detection technique amalhghe techniques. The plots show
decrease in the robustness against Gaussian btheddur kernel radius increases. Also it
can be observed that sensitivity and accuracy &k B€ection method decreases drastically
as the kernel radius increases when compared wWith &etection method. DM method has
the maximum sensitivity and accuracy against Gauns&lur and is equal to nearly a
sensitivity approximately 85% and accuracy from the plot belov®2.5%.
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Gaussian blur robustness
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Figure 35: Sensitivity (top) and Accuracy (below) fots for all detection methods against Gaussian biu

Evaluation procedure explained till now is basechaeference image i.e. on the assumption
that we know the exact location and tampered sizth® region. Region selection based
testing is also implemented into FAAT for testingtive absence of the reference image. For
this, the existing “point picker” plug-in has beertended for picking rectangular regions.
The region picker is initiated by pressing the sebeitton of the FAAT tool. Once the select
is pressed, a new tool menu is made visible comigimarious tools like point and region
picker, point and region remover etc. Multiple @t can be selected for testing. After
selection, “Done” button is pressed and the amalisiinitiated by the “Analyse” button.
Figure 36 shows the region selection menu and teelaegions later used for testing the
copy-move algorithms. Each selection is indicatedabgifferent color during selection of
regions assumed to be used by the forger in tamgpesf the image with copy-move
technique.
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Figure 36: Copy-Move testing in the absence of refence image based on region assumption.
5.3. Testing image-splicing detection algorithm

Testing of image-splicing is similar to that of tegtcopy-move technique, as in both cases
the objective is to detect and highlight the taregeregions. As with the copy-move
technique, the result output images are compareéd thie reference image to tell if the
prediction is a true or a false one. In the caseoise variation detection as described before
three variants of Laplace kernel are used as thetiparameters. Though it's hard to say
exactly which one is best for use in detecting tanmg, testing is done using these variants
against the additive Gaussian noise. Input parasiedeggnal kurtosis and noise kurtosis are
always constant and are assigned 1 and 3 resggciileey are not optimized but it is said
that for additive Gaussian noise, noise kurtos® $® that the Gauss unlikeness (fourth order
cumulant) of the noise density function is zero][25

For testing, 6 uncompressed images are collected aaa locally added with additive
Gaussian noise of standard deviation 5, 10, 15220and 30. Thus with 6 images, a total of
36 images are created. Also one test image isettasing image-splicing technique from
two different images. One of the two images usedpiglied with additive Gaussian noise.
Figure 37 shows all the testing images and Fig8rstws a real example of image-splicing
created from two images and with out addition afiide noise.
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Figure 37: Test images collected shown after locgladded with Gaussian noise
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Figure 38: Example of a real image-splicing withoutiddition of noise artificially

All the 36 test images created are then passedidhrthe noise variation algorithm and
output images of tamper detection using three lcaplariants is saved, thus collecting a total

of 36x3=108 result images.

Figure 39: Noise variation detection results usingaplace kernels K1, K2, and K3 (p 25) from left taright

Result images for the image-splicing example detkatsing three variants of Laplace filter
are shown in Figure 39. From all the result imagesobserved that the variant K2 is highly
sensitive to noise and also to the texture regmith high variance giving more false
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predictions. K1 and K3 are relatively sensitivenmise variations, but are not efficient to
detect the exact size of the tampered region.

These 108 result images are given to the FAAT for gamson against their respective
reference images to find out the predictions ofdbeection algorithm. A total of 108 results
were collected and for each result, sensitivity aoduracy are calculated. The average
sensitivity and accuracy for test images versesenstandard deviation is tabulated below

(Figure 40).

Average results when Laplace variant K1 is used

Noise Sensitivity Accuracy
standard deviation
5 0.00000338 0.85036326
10 0.00241207 0.85219011
15 0.07102353 0.85349451
20 0.15256187 0.85294198
25 0.29760541 0.85234442
30 0.33890201 0.852197

Average results when Laplace variant K2 is used

Noise standard Sensitivity Accuracy
deviation
5 0.14014542 0.85036326
10 0.20972467 0.85219011
15 0.42868825 0.85349451
20 0.49338886 0.85294198
25 0.53539226 0.85234442
30 0.55322926 0.852197
Average results when Laplace variant K3 is used
Noise standard Sensitivity Accuracy
deviation
5 0.1027393 0.9082479
10 0.11701874 0.90846607
15 0.2021911 0.91115072
20 0.36691464 0.91207847
25 0.43771935 0.91156758
30 0.46741095 0.91129396

Figure 40: Average sensitivity and accuracy results

From the calculated results, plots (Figure 41) loé taverage sensitivity and accuracy
calculated versus noise standard deviation for edctine three Laplace variants used are
plotted in Microsoft Excel to observe the performané the noise variation algorithm. From
the plots (Figure 41), it is observed that the agersensitivity and accuracy curves rise as the
locally added noise standard deviation is increa3é@ detection algorithm has negligible
sensitivity for low noise standard deviations. Frplots it can be said that the algorithm only
works if the noise standard deviation is greatanthO i.e. a variance of 100 which is usually
very high when compared with the noise varianceatural images, but can be used for
detecting noise variations in images that are postessed with additive Gaussian noise to
hide obvious traces of tampering.
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6. Discussion

In this section, | discuss about the reaching efdhjectives of my master thesis work. How
satisfactorily were the objectives accomplished?ai\dre the benefits of the implementation
and observed drawbacks of the implementation?

First of all speaking from the objectives pointvodw, all the objectives were accomplished
as specified and a base for further research waskbeen laid out. Initially an extensive

search for the various image tampering techniqgassbleen done to find out how an image is
tampered and the different kinds of image processperations commonly used in tampering
an image. From the knowledge of existing tampeand detection techniques two tampering
techniques named copy-move and image-splicing wbeerved to be the most often used
techniques for image tampering. These two were seldor further research.

Some of the known detection techniques for thecsedeimage tamper techniques are
implemented in Java and as a plug-in for the Imalgedccomplishing the implementation of
copy-move detection technique, pixel block matchagorithms based on various matrix
calculations, complex sorting logic like lexicogh#p sorting, quantized discrete cosine
transform coefficients matching method and princgmamponents analysis method has been
programmed in Java. For implementation of imageisyy detection, a known noise
variation estimator based on variance and kurtosimmage signal and image noise has been
programmed.

The usage of Laplace filter before estimation ofsaorariance is proposed in this work to
improve the performance of the noise variance edtmand proven for its good sensitivity
for noise tampered images. One more already egisimplementation based on
autocorrelation is proposed for usage as a fordnsic A short study on image information
(EXIF data) has been done and advised for initisdeolations of image tampering. An
attempt to implement Expectation and Maximization (&Mgorithm) for detection of image
resampling proposed in the scientific paper [8] bhaen done, but the results obtained were
not similar as proposed in the paper. Thus in actishipg the second objective a plug-in for
imageJ named “DIFT” for detection of image tamperirag been implemented specifically
for copy-move and image-splicing techniques.

Finally to prove the performance of the implementetection algorithms, statistical
hypothesis testing technique is used. Testing i dpncomparison of the detection result
images with the reference images and finally caling the average sensitivity and accuracy
of the algorithms for specific robustness critenathe case of copy-move detection and
Laplace kernel variants in the case of image-sglicFrom the testing results it is observed
that tamper detection by PCA method outperformedramthe three tested copy-move
detection methods. PCA results showed reliablectietefor all kinds of robustness tests. It
can be concluded that copy-move tamper detectisecban PCA method can be put into
practice. The approximated average sensitivity axdracy for all detection methods against
robustness for specific post processing operatemestabulated in the Figure 42. These
approximated average results should be considerédnéerpreted only for parameters used
during testing which are described in the evaluapimocedure section 5.2. For example, from
table in Figure 42, for PCA method against JPEG gesgon one can interpret that the
detection method is able to detect 80% of the taetpeegion with accuracy 98%. 80% of the
sensitivity tells how good the algorithm is in piog only the tampered regions, whereas 98%
of accuracy tells how good the algorithm in detegtboth tampered and not tampered region
is.



44

JPEG compression Gaussian noise Gaussian blur
Detection | Sensitivity | Accuracy | Sensitivity | Accuracy | Sensitivity | Accuracy
method
DM 20% to 80% 96 % 0.01% 93% 80% 99%
DCT 30%-50% 93% 0.01/ 93% 40% 96%
PCA 80% 98% 60% 97.5% 85% 92%
AC 0.004% 95% 0.004% 95% 0.004% 95%

Figure 42: Approximated results for all detection nethods

The most interesting observation is that of the stiiess of DM method against Gaussian
blur, which is observed to be the best of the thmeghods. All the detection methods had
false detections, but in most cases the detected faedictions are not solid regions instead
single blocks as seen in Figure 28-31. These blaoksn the size of the block size used for
detection and thus can be neglected consideringmpering.

Autocorrelation method from the test results showeny low sensitivities in all cases but had

a constant accuracy of 96% and can be advisedamble method in checking the presence
of tampering. Well one major limitation is its nefed interactivity from the user. But one can

use this tool with the implemented algorithms tokenaure for the exact presence of the
tampering. This can be done by first passing theo&ed image for detection with the copy-

move algorithms then confirmation of the detectegions can be done by testing with the
autocorrelation method.

From the results of the noise variation detectibis, concluded that the algorithm works only
if the additive noise variance standard deviati®rgiieater than ‘10’ i.e. a variance of 100
which is high compared to the noise variance ofir@timages. But most tampered images
are post processed with additive noise to hidealsviraces of tampering. Thus this tool can
be used for images tampered with additive noiselQ) over a minimum region size of
32" 32. For low additive Gaussian noise €10), sensitivity is observed to be very low i.e.
no sensitivity. The algorithm is efficient in findjnnoise variation, but not the whole
tampered region of noise variations. One factotctcbe due to calculations done with a mask
size of 32" 32 It is also observed that if an image is highkttieed and has similar variance
to that of the additive Gaussian noise, the algorits also sensitive to this texture and would
lead to improper results.

For the testing of the performance of the algorghartool has been implemented as a plug-in
for ImageJ named “FAAT". The tool is programmed sat thworks both with out a reference
image and with selection of doubtful regions. Theaidoehind the implementation of
reference less testing is applicable when the patens of the algorithms are fully optimized,
then the testing tool can be further extended $b t@mpered images directly by selecting
some doubtful regions in it.

Thus the specified objectives of this master theses achieved with the study of image
tampering and detection techniques, implementatbrdetection techniques, creating a
database of test images with known tamper techreiguod by finally testing and reporting the
performance of the algorithms with respect to tharacteristics sensitivity and accuracy.



45

7. Conclusions and future work

Finally in this section, | mention some major baisedf the plug-in in general and some of
the drawbacks observed during the whole thesis widtk main advantages of the algorithms
and implemented plug-in are

One doesn’t need the source image during detedgteandetection is based on
observation of only the tampered image.

Credibility investigation is based on blind tampatection in contrast to Digital-
Watermarking technology.

Tampering detection also assume no user interadbainfor current working of the
algorithms some parameters are need to be providddre the running of the
algorithm. These parameters can be optimised easily.

Detection algorithms are implemented as a pluggmirmageJ and thus are operating
system independent and easy for deployment.

The tool is highly extendable with additional tamgetection algorithms

Form the observation of results it is inferred thia® implemented algorithms are
robust to most common post image processing impgeations.

Along with so many advantages the tool of course $@me drawbacks observed during
implementation and testing.

The tool depends on some input parameters whichsamed constant, but in reality
they can be optimised.

In copy-move tamper detection, if the number ofgared regions is more than one,
then the current algorithm is able to detect ohb/riegion which is larger in size.
Detection of noise variance in an image with thplamented algorithm only works if
the added noise has a standard deviation greatertialue of 10.

Much work is needed to be done in this field of gmdorensics based on image data analysis
and observation, as tools for image tampering draecement are already mature, but
detection tools are still in infancy stage. As &ufa work the implemented software can

extended by

Adding the capability of detecting multiple copy-weotampering in a single image.
This can be done by classifying shift indexes of thlecks calculated after
lexicographic sorting and quantizing.

Input parameters can be optimized by testing witlarge database of images and
observing more over the influence of these parameate the performance of the
algorithms

By implementing more detection algorithms into thel, a classifier based on ranking
the predictions of the detection algorithms carbbit to tell precisely the existence of
tamper detection.

Finally it can be concluded that, copy-move techaiggan be detected by the detection
algorithm based on PCA method in most cases of énfagst processing with an average
detection area of approximately80% and accuracy of98%. Similarly image-splicing
technique can be detected when Gaussian norsE5) is used during tampering with an
average detection area d30% and an accuracy 096%.
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